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Foreword

The terms Unmanned Aerial Vehicle (UAV) and drones have been used repeatedly and
broadly during the last decade, especially armed drones, becoming a central issue of

both global security and human rights agendas.

Drones are bound to be part of the advanced arsenals of many states for the foreseeable future
and may be joined by other new technologies, such as increasingly autonomous weapons
systems. They are unique in some aspects, which necessitates special care in the regulation
of their use. They make the long- distance deployment of targeted lethal force across nation-
al borders much easier than before, which might lower the war threshold. These remotely
controlled aircraft allow the states using them to keep their own forces safe, while gathering

information and directing force with great precision against their enemies.

But these advantages will make it easier to go to war, and to stay at war. Drones seem to make
it easier for states to decide to use force in situations that may not qualify as armed conflicts,
for example, in places far away from established battlefields. The increased use of drones rais-

es the specter that targeted killing could become the rule, not requiring special justification.

UAV systems represent a significant advance in technology and are generating fundamen-
tal changes in warfare and the use of military force and force projection. In addition to the
surveillance and real-time intelligence capabilities they provide, UAVs make it possible to
target lethal force precisely and with reduced risk of collateral damage. They are a central
element in ongoing efforts to suppress and eliminate the threat like from al- Qaeda and asso-
ciated forces and have been used along with other military aircraft in the attack against the

Islamic State (IS) in Iraq and Syria, fig 1.
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Introduction S

UAYV weapons are more accurate and discriminating than conventional bombing. They can
loiter for extended periods over potential targets, with flight times more than three times
greater than that of traditional surveillance aircraft. They allow operators to gather large
amounts of information and provide the ability to launch pinpoint strikes against specific in-
dividuals or groups. Also, they enable engage in military operations over long distances with-
out putting boots on the ground or incurring casualties among their own forces. They permit
armed strikes in remote and dangerous locations where conventional bombing, or the use of
ground forces would involve significant costs. UAVs overcome the limitations of human en-
durance among fighter pilots. At less than the cost of an F-16, they are easier to produce and
more expendable than conventional combat aircraft. They provide the option of conducting
prolonged counterterrorism operations with reduced risks to the forces using them as the

previous experience while conducting GWOT campaign in both Afghanistan and Pakistan *.

1- DaviD GLADE, UNMANNED AERIAL VEHICLES: IMPLICATIONS FOR MILITARY OPERATIONS, OCCASIONAL PAPER No. 16

CENTER FOR STRATEGY AND TECHNOLOGY AIR WAR COLLE, JuLy 2000
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A Brief History of UAVs
and their Characteristics

Unmanned Aerial Vehicles (UAVs), more popularly known as “drones,” have

become emblematic of 21st century military technologies . The term “un-
manned aerial vehicle” is synonymous with “unmanned aircraft” and can be

defined as an aircraft that is intended to operate with no pilot on board °.

UAYV acronym, definition, and
synonyms:

The term “unmanned aerial system”
refers toa UAV and its associated sup-
port and logistical elements. The term
“remotely piloted aircraft” refers to
the subset of UAVs that are controlled
by a pilot who is not on board the ve-
hicle, in contrast to an “autonomous
aircraft”, which refers to unmanned
aircraft that do not allow pilot inter-
vention in the management of its flight.

It should be noted, however, that sev-
eral remotely piloted aircraft can fly
autonomously without pilot interven-
tion for managing portions of their
flight, although remotely piloted and
autonomous aircraft may pose many
similar challenges and present gigan-

tic debate especially in international
law arenas.

Another definition of drones provid-
ed by the US Department of Defense
(DOD) defines UAVs as powered, ae-
rial vehicles that do not carry a human
operator, use aerodynamic forces to
provide vehicle lift, can fly autono-
mously or be piloted remotely, can be
expendable or recoverable, and can
carry a lethal or nonlethal payload.

Ballistic or semi-ballistic vehicles,
cruise missiles, and artillery projec-
tiles are not considered UAV, RPV,
UAS or drones. Over that time, they
have been called drones, robot planes,
pilotless aircraft, RPVs (remotely pi-
loted vehicles), RPAs (remotely pilot-
ed aircraft) and other terms describing
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A Brief History of UAVs and their Characteristics

aircraft that fly under control with no
person aboard. They are most often
called UAVs, and when combined
with ground control stations and data
links, form UAS, or unmanned aerial
systems. Also, UAVs- by the DOD
definition are either described as a
single air vehicle (with associated sur-
veillance sensors), or a UAV system
(UAS), which usually consists of three
to six air vehicles, a ground control
station, and support equipment.

Brief history of UAV/drones

Over the past decades, drones have
been used during many military bat-
tles, in various forms depending on
the technological development that
prevailed during each of these eras,
and this use has developed since the
nineteenth century, up to our present
era. This development can be seen in
the upcoming historical review:

Early history, World War I,
interwar period, and World
War 11

UAVs had already been used in the
early 19th century. Balloons were
used to bomb enemy cities. In 1849,
the Australians launched 200 pilotless
balloons with bombs against Venice
*.Fig 1

Balloons were also used during the
US Civil war (1862). Yet the use of
balloons had another objective: aerial
reconnaissance, as used on the French
Revolution (1889), for example. At
this point, it was clear that air power
had two main objectives: tactical, for
supporting ground forces through re-
connaissance, supply, and communi-
cations; and strategic, for winning the
war through the bombing of cities.

The outbreak of World War I (1914-
1918) *marks the beginning of the Air
War, since it was the first time when
aircraft were used on the battlefield.
However, the first use of airspace in
war wasn’t for combat, but for recon-
naissance, fig 2. First raids had the ob-
jective of taking pictures and locating
enemy combatants and line of sup-
plies and communications. But soon
the possibilities of air attack were
exploited when pilots started to carry
bombs or guns to strike armies, cities
and factories. Air combat also started
in WWI, when pilots shot each other
in direct combat.

Besides aircraft, aerial torpedoes’,
fig 3, and flying bombs were also de-
veloped in WWI. Nonetheless, they
didn’t have as much success due to

UAV/Drones: History, Operations, and Future



problems in the stabilization and op-
eration of the new technologies. In
the United States, in 1911, Elmer
Sperry tried to use his invention, the
gyroscope, on unmanned aircraft. Un-
til the end of the war, he, along with
Carl Norden and Glenn Curtiss, tried
to develop an aerial torpedo, trying to
use radio technology to control it, but
it failed it could never be used on the
battlefield.

Another project was being developed
by the British, which was a radio-con-
trolled aircraft. Its remote-control
components, which designed by Dr.
Archibald Low named “Queen Bee”,
then in 1918 Charles Kettering, from
the US, developed an unmanned flying
bomb, later called “Kettering Bug”,
fig 4, but it failed too, just like similar
British and German projects. Howev-
er, all this effort wasn’t in vain: later
they would be used for cruise missiles.

Projects of UAV weren’t interrupt-
ed in the Interwar Period. The devel-
opment of radio technology enabled
the emergence of target drones, used
on training exercises by the air de-
fense forces. In 1936, the term drone
was used for the first time to refer to
aerial targets. In the United States, in
1938, aerial targets were used for the

first time in naval training. Through
the 1920s, the Royal Air Force from
the United Kingdom tried to develop a
radio-controlled unmanned aircraft fig
5 that could bomb the enemy: Fairey
Bee was created on 1933 and a later
version, Queen Bee fig 6, fought on
the WWII-.

World War II (1939-1945)

It began with some UAVs under de-
velopment, as Germany lost the previ-
ous war, its air force (Luftwaffe) was
quenched. However, unofficially, the
Luftwaffe was already being trained.
The Spanish Civil War, in 1936, was
the test for Germany’s air force, and
Guernica was the first victim of the
Luftwaffe bombing. This was also
the beginning of the Blitzkrieg when
Air Force and Army acted together
and coordinated. A defining point of
World War II was the Battle of Brit-
ain (1940-1941), between the Luftwafte
and the Royal Air Force, due to the
use of strategic bombing and radars.
Germany developed an unmanned fly-
ing bomb called “V-17, fig 7, which
wasn’t very effective, but did cause a
lot of destruction.

Meanwhile, the British reaction was
Project “Aphrodite”, fig 8, an aircraft
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A Brief History of UAVs and their Characteristics

loaded with bombs that would take
off with pilots, who would eject when
the aircraft was passing the English
Canal, and a “mothership” that would
direct the aircraft to the target, but this
also wasn’t very successful. The UK,
on the other hand, was pioneer in the
development of radars and radio com-
munication since this was needed to
defend its insular position of the Luft-
waffe bombing. At the end, one of the
results of these two Great Wars was
the development of new technologies
for air power, which would change
forever the ways to do war in the skies.

The Cold War and the War on
Terror

By the end of World War II and begin-
ning of Cold War, the breakthrough in
advanced technologies, UAVs proj-
ects start to show real results. The Ko-
rean War (1950-1953) brought an inno-
vation: the first operational unmanned
helicopter, “QH-50, fig 9, from the
United States. Afterwards, the Viet-
nam War (1955-1975) saw the most
extensive use of drones until then and
it was a turning point in the UAV his-
tory, because from that moment on
sensors played important roll instead
of a target which was a precious asset

in reconnaissance missions °.

The main UAV used by the United
States in that war was the “Lightning
Bug”, an evolution of “Firebee”. The
central improvement of this new mod-
el was that Lightning Bug could be
controlled by ground, unlike Firebee,
that was launched and controlled from
a plane. It performed 3,425 reconnais-
sance missions and was used to spy
Chinese territory, in the 6 October
War 1973 (Yom Kippur War), Israel
used Firebees ?, fig 10, (brought from
the United States in 1971) to break the
anti-aircraft missiles from Egypt and
neutralize its air defense. The use of
UAV fueled Israel’s interest in this
new technology. Later, in the 1980s,
that country would develop modern
drones like the “Scout”, fig 11, and
the “Pioneer”, capable of live video
remote streaming. In 1982, when Is-
rael invaded Lebanon (Al-Bekaa Val-
ley operation), the country also used
UAVs to damage the Lebanese air de-
fense system.

Lots of projects of new UAVs were
developed in the decades of 1960s,
1970s ** and 1980s. The great majori-
ty was canceled because of the lack
of investment or consecutive failed

tests. One of these projects was “Aq-

UAV/Drones: History, Operations, and Future
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uila”, fig 12, from the United States,
in 1975. The idea was of an UAV that
could provide laser designation for a
precision munition strikes. The tests
did well, but it was cancelled before it
entered in production. One of the main
obstacles was the size of the compo-
nents (data link and mission payload),
which didn’t fit the vehicle due its big

size and heavy weight.

The Gulf War (1990-1991) ", which en-
compassed Operation Desert Storm
and Operation Desert Shield, had a
great use of UAVs, mainly the Pio-
neer, which United States had brought
from Israel in 1986. This UAV is still in
service after the Gulf War because of
its great success, having flown in Bos-
nia, Haiti and Somalia In the 1990s,
the United States gained experience
in the use of UAVs (such as with the
Pioneer, Hunter, Pointer, Exdrone and
Predator in combat situations, which
proved very important in the later War
on Terror. In fact, the War on Terror
was another turning point for the UAV
history, when it, besides being a sen-
sor, turned into a weapon.

After the 9/11 attacks, the United
States launched Operation Enduring
Freedom against Afghanistan (2001)

and Operation Iraqi Freedom against
Iraq (2003) 2, using UAVs for surveil-
lance, but also — and for the first time
— for target killing enemies. Equip-
ping the UAV with weapons (Hellfire)
was a remarkable step in the history
of this technology, and the birth of
the Unmanned Combat Air Vehicles
(UCAVs). The main UAVs used on
this war were the “Predator” to provide
the lethal payloads and the “Global
Hawk”, for reconnaissance and field
monitoring, besides the Israeli Hunter
UAV. The Global Hawk was respon-
sible for providing near-real-time,
high-resolution intelligence, surveil-
lance and reconnaissance images The
Predator, by its turn, could serve both
functions: surveillance or target kill-
ing. “When it’s not firing Hellfire an-
ti-tank missiles at the enemy, the Pred-
ator uses its powerful surveillance
cameras to give the theater air compo-
nent commander continuous real-time
surveillance of the battlefield” Some
of the Predator’s devices are the syn-
thetic aperture radar (SAR) and the
de-icing equipment, which allows its
use on overcast weather and for flying
above the clouds — decreasing the risk
of being detected by anti-aircraft fire
— and the Ku-band satellite link, that
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A Brief History of UAVs and their Characteristics

allows the transmission of real-time
full-motion video and facilitates the
communication on air.

Unmanned Aerial Systems (UAS)
were lately developed due to several
reasons, such as advanced navigation.
Communication technologies became
available just a few years ago, and in-
creases in military communications
satellite bandwidth have made the
remote operation of UAS more prac-
tical.

Significance and advantages
of Drones

The continuous development of un-
manned aircraft systems has imposed
a diversification of their missions and
operational capabilities, which has
added to this type of air system qualita-
tive characteristics and advantages in
terms of tactical and strategic aspects.

Unmanned aerial vehicles (UAVs) of-
fer two major advantages over manned
aircraft: they eliminate the risk to a pi-
lot’s life, and they have aeronautical
capabilities, such as endurance, which
are not bound by human limitations.
UAVs also protect the lives of pilots
by performing dangerous missions
that do not require a pilot in the cock-

11

pit. UAVs may also be cheaper to pro-
cure and operate than manned aircraft.
However, the lower procurement cost
of UAVs can be weighed against their
greater tendency to crash, while the
minimized risk to onboard crew can
be weighed against the complications
and hazards inherent in flying un-
manned vehicles in airspace shared
with manned assets.

For instance, the cost of drones is less
and their size is smaller than manned
aircraft. However, since a drone is not
operated individually, but as part of a
more complex system consisting of
several aircraft, sensors, ground con-
trol, and satellite linkages, the number
of personnel needed to operate a Pred-
ator Combat Air Patrol is estimated to
exceed 80 people, and 128 soldiers are
needed to operate a Platoon of four MQ-
1C Gray Eagles. Still, in overall, drones
present a slight advantage over man-
nedAircraft, therefore, when relating
their low costs with their operational
uses, it is shown the advantages to use
drones in military operations. Drones
like the Predator are often called
“hunter-killer”, since they can be used
to fly in search for targets and strike
them. Surveillance drones can be very
effective since due to its low-flying
capability they are difficult to observe

UAV/Drones: History, Operations, and Future
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with a ground-based radar because of
their stealth capability. As a result,
airspace at low altitude is not strictly
controlled, making it possible for one
to fly in contested and none contest-
ed airspace without being detected.

The significance of armed UAYV can
be concluded in four features as fol-
lows

* Due to their remotely piloted na-
ture, armed UAV deployments
pose little to no direct risk of harm
to operators.

* Armed UAVs can loiter over a
target or battlefield, providing re-
al-time and persistent surveillance.

When armed, UAVs can reduce
the time between target identifica-
tion and a strike decision. Unlike
other intelligence, surveillance
and reconnaissance capabilities,
there is no need to deploy addi-
tional capabilities to deploy lethal
force, depending on the command
and control processes of the oper-
ator.

Current-generation armed UAVs
are highly susceptible to air de-
fense systems and are relatively
easy to identify and destroy or
disrupt. New armed UAV systems
are being developed to overcome
these challenges.
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Figures

Figure 1

— Unmanned balloons with explosives 1849 —

Figure 2

Aerial reconnaissance and observation

Figure 3 Figure 4

Aerial Torpedo Kettering Bug
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Figure 5

Radio controlled aircraft

Figure 6

Queen Bee

Figure 7

German V-1 UAV

Figure 8

—— Aphrodite Radio-controlled aircraft —
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Figure 10

Firebee lunch from aircraft

QH-50 UAV

Figure 11

Israeli Scout UAV

Figure 12

Aquila drone
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Classifications and Applications

of the Use of UAVs -

UAYVs have several unique characteristics that give them greater potential to
be misused. These characteristics - such as, inter alia, their low cost, relatively
small size and portability, as well as the perceptions of reduced risk of harm
to operators, potentially lowering political risks associated with decisions to
use force while simultaneously expanding the geographical scope of armed
conflicts - include factors that make these systems more attractive to covert
special forces, intelligence agencies and non-state actors than manned combat

aircraft 2,

UAVs for civil and military use, in-
cluding those used to conduct armed
strikes, can be distinguished, and cat-
egorized based on physical charac-
teristics such as maximum take-off
weight, range, payload, endurance
and means of command and control.
Civil demand remains limited gener-
ally to small UAVs with a maximum
take-off weight of less than 150 kg fig
1. Armed forces operate UAVs of all
weight classes. Most armed UAVs are
large systems with a maximum take-
off weight more than 600 kg. There are
examples, however, of armed medi-
um-weight UAVs capable of carrying
existing types of air-to-surface rock-
ets. Furthermore, smaller systems can

employ weapons, either by design or

adaptation, and being flown beyond
the visual line-of-sight of the operator.

Classification and functions

Governments and international or-
ganizations make use of various sys-
tems for classifying and categorizing
UAVs. These classifications are gen-
erally based on several basic charac-
teristics, particularly weight, endur-
ance, and operating range. Various
categories of UAVs also correlate
generally with other characteristics,
such as normal/maximum operating
altitude, command and control capa-
bility, wing-type and typical uses or
functions. The great diversity in the
types and capabilities of all types of
UAVs works against the establish-

) ECSS| 2o sttty 5t st 5t



Classifications and Applications of the Use of UAVs

ment of all-encompassing classifica-
tion systems.

Civilian and military authorities
tend to structure their classification
of drones based on maximum gross
take-off weight and typical/maximum
cruising altitude. While many national
classification systems employ simi-
lar terms and basic approaches, defi-
nitions and the delineations between
categories can vary.

UAYVs Categories:

UAVs can be categorized, as men-
tioned above, in terms of wing design
(rotary wings or fixed wings), range,

altitude and weight °.

1. Small UAVs are typically defined
as systems with a maximum take-
off weight of up to 150 kg. They are
normally flown within the visual
line-of-sight of the operator up to
a maximum altitude of 500 feet
above the ground. The develop-
ment of UAVs of this weight class
are experiencing the fastest com-
mercial growth because of their
low cost, ease of use and less com-
plicated integration into national
airspace. There is already an ac-
tive market for civil/small UAVs
for visual line-of-sight operations,

19

although there is growing demand
and interest in more advanced
small UAVs capable of operating
beyond visual line-of-sight, in-
cluding for the purpose of routine
commercial cargo and delivery
flights. Although cut-off weights
vary between national classifica-
tion systems, small UAVs can be
subcategorized as follows:

e Miniature UAVs are smaller

than 10 kg and generally can be
launched manually by a human.
Some classification systems con-
sider “mini” to extend up to 20 kg,
a size at which catapults or some
other form of assistance, such as
rockets, a launch tube or use of
a runway, become necessary for
the launch of fixed-wing systems.
Most UAVs used by militaries in
target acquisition roles are small
systems that fall within this subcat-
egory and can be hand-launched.

* Miniature systems, which, in

military roles, can be sophisticat-
ed enough to require a crew of two
or more individuals to operate, are
often further distinguished from
“micro” UAVs, which are gener-
ally smaller than 2 kg and can be
hand-launched and operated by a

UAV/Drones: History, Operations, and Future
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single person. There are fewer ex-
amples of UAVs in this smallest
tier, although it includes models
designed for military use in intelli-
gence, surveillance and reconnais-
sance (ISR)roles as well as for civil,
commercial and recreational use.

Medium UAVs are typically de-
fined as systems with a maximum
take-off weight between 150 kg
and 600 kg. Most systems in this
weight class are operated only by
militaries, mainly for use in ISR
roles. They are typically operat-
ed below 18,000 feet above sea
level, have a range of less than
800 km and an endurance of only
a few hours. Payloads for these
systems are generally below 100
kg, although larger systems in this
tier, such as the Hermes 450 (Elbit
Systems), can carry a payload in
excess of 200 kg and thus can be
adapted to employ existing types
of air-to-surface rockets or oth-
er arms. These systems generally
operate beyond the visual line-of-
sight of the operator, who controls
the system from a ground station.
It should be noted, however, that
most examples of systems in this
tier are limited to radio line-of-
sight operations.

3. Large UAVs are typically de-

fined as systems with a maximum
take-off weight above 600 kg. Ex-
isting systems in this weight class
are currently in operation only by
armed forces, where they are gen-
erally used in highly specialized
missions, including long-term ISR
and targeted strikes. This category
includes the most complex sys-
tems, requiring a large logistical
footprint similar to manned air-
craft and a runway for take-off and
landing. In comparison to other
tiers, many large UAVs can op-
erate at long ranges, beyond radio
line-of-sight, via the use of sat-
ellites and/or other forms of data
links, such as ground-, sea- or air-
based relays and mobile telephone
networks.

Ways to distinguish between classes

of large drones:

Altitude and endurance are
commonly used to differentiate
between categories of large sys-
tems. Although already obsolete
in some classification systems, the
category of medium altitude long
endurance (MALE) UAVs is still
frequently used, referring to sys-
tems that normally fly up to 45,000

0 ECS S| cstiny stutoh st stz



Classifications and Applications of the Use of UAVs

feet above sea level and have an
endurance of more than several
hours. Most known armed UAVs
currently in operation and under
development fall into this subcat-
egory and include systems such as
the ASN-209 (Xian Aisheng), the
MQ-1 Predator (General Atomics),
the MQ-5 Hunter (Northrup Grum-
man), the MQ-9 Reaper (General
Atomics) and the Hermes 900 (El-
bit Systems).

High altitude long endurance
(HALE) UAVs refer to systems
that can fly up to 65,000 feet. Sys-
tems of this class currently in
operation are used for ISR mis-
sions, carry large and sophisticat-
ed sensor payloads, and include
systems such as the RQ-4 Global
Hawk (Northrup Grumman) and
the BZK-009 (Guizhou Avia-
tion). These are among the larg-
est UAVs currently in operation
and are designed to fly at altitudes
above those of typical commercial
aircraft.

Existing MALE UAVs are used
for tactical and battlefield support
operations. Due to their unique
characteristics, they perform mis-
sions that might not normally be

21

assigned to manned aircraft. In
comparison to manned aircraft,
these systems are slower, often
loiter for hours above potential tar-
gets and lack the means to counter
sophisticated air defenses or to op-

erate in contested airspace.

e Several countries are, howev-
er, planning or developing long-
range strike UAVs that could in-
corporate stealth technology and
fly at supersonic speeds, thereby
enabling them to fulfil roles cur-
rently performed by manned com-
bat aircraft and strategic bombers,
including the employment of nu-
clear weapons. Current planned
and experimental systems of this
type include the X-47B (Northrop
Grumman), the Neuron (Dassault)
and the proposed Long-Range
Strike Bomber.

Characteristics of and technological

trends in civilian and military UAV *

As described above, definitions and
guidelines used are of increasingly
limited use in distinguishing between
UAVsintended for civiluseand UAVs

capable of employing weapons.
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A~ Physical characteristics °

Certain physical characteristics, such
as weight and payload. Fig 2

Weight continues to be a useful but
non-exclusive means of distinguish-
ing between military and civil UAVs.
While examples of military UAVs can
be found in all weight classes, the vast
majority of civilian UAVs available
on the market or under development
are small systems with a maximum
gross take-off weight of less than 150
kg. A number of manufacturers are
developing much larger systems for
civil use, which may, however, make
weight a less definitive criterion in the
future. For example, on 20 July 2015,
the Spanish company Singular Air-
craft conducted its maiden test flight
of the amphibious Flyox I, which has
a listed maximum take-off weight of
3,800 kg, including a maximum pay-
load of 2,050 kg.

Most civil/small UAVs are not capa-
ble of carrying surface-to-air rockets
and small diameter bombs designed
specifically for use by UAVs. Most
of these weapon systems, such as the
China Aerospace Science and Tech-
nology Corporation AR-1 and the
Lockheed Martin AGM-114 Hellfire,

have a total weight of approximate-
ly 45 kg. It should be noted, howev-
er, that smaller missile systems have
been developed for multirole UAVs,
including those available for export,
such as the 16-kg Tian Lei-2, which
reportedly carries a 4-kg warhead.

Although weight and payload can be
used to categorize UAVs, but due to
a number of factors, they are not dis-
tinctive in distinguishing between
weapons-capable UAVs and other
types unarmed military UAVs despite
the relevance of these characteristics
for some arms control purposes. First,
some of the largest and most capa-
ble military UAVs, such as the RQ-4
Global Hawk (Northrup Grumman)
and the Hermes 900 (Elbit Systems),
are designed and used primarily for
ISR missions and not in attack roles.
Second, UAVs commonly used for
armed strikes are marketed as multiro-
le systems, such as the MQ-9 Reaper
(General Atomics) and the ASN-209
(Xian Aisheng), and are frequently
exported in non-armed variants, large-
ly for ISR missions. Third, currently,
small UAVs are increasingly capable
of carrying a lethal payload at long
ranges beyond visual line-of-sight.
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B- Command and control

1. Due to technological innovations,
the ability to operate UAVs be-
yond line-of-sight is not useful as
a distinguishing characteristic for
differentiating between civil, un-
armed military UAVs and armed
military UAVs, especially as so-
phisticated command and con-
trol capabilities are not necessary
for this purpose. Small UAVs for
civil use are increasingly capable
of being operated beyond radio
line-of-sight via mobile telephone
data networks. While the avail-
ability of such networks may not
be relevant for state armed forc-
es, this technological trend could
have significant implications for
the ability of non-state actors and
relatively unsophisticated armed
groups to adapt commercially
available UAVs for use as long-
range, remotely piloted munitions.
Furthermore, there are a growing
number of armed UAVs available
for export that can operate via di-
rect radio line-of-sight data links.

2. Itisnotable, however, that some of
the most advanced military UAVs
continue to be distinguished by
their reliance on sophisticated

23

means of command and control,
including direct radio line-of-sight
communication for launch, recov-
ery and battlefield operations, as
well as satellite and other relays
for the cruise portions of flight.
The operation of such systems
entails a large logistical footprint
with the possible widespread
deployment of land-, sea- and
air-based supporting infrastruc-
ture, including on the territory of
third-party states. Depending on
the type of support provided by
third parties to UAV operations,
this may raise issues of liability,
transparency and accountability

for those third-party states.
D- Loitering munitions

As a final observation, it is notable that
certain remotely piloted vehicles have
been designed to function as loitering
munitions, hence there is a blurring
line between UAVs and cruise mis-
siles: Cruise missiles, these systems
are essentially flying bombs and carry
weapons or warheads that are integrat-
ed into the airframe. Notably they are
generally much lighter than UAVs de-
signed to carry air-to-surface rockets
or bombs. Such systems in operation
include the Harpy and Harop, both
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manufactured by Israel Aerospace In-
dustries. Remotely piloted munitions,
however, can be distinguished from
cruise missiles, which are pre-pro-
grammed, fly along a pre-determined
flight path and strike pre-determined

targets ©.

3. The adoption of remotely pilot-
ed loitering munitions raises the
specter that virtually no weight-
based threshold could capture all
UAVs capable of functioning as
a weapon system. Some small
UAVs under development, such
as the Cutlass (L3) and the Futura
(Alcor Technologies), are mar-
keted as being capable of func-
tioning as expendable munitions.
The former features a payload of
approximately 1.4 kg, comparable
to the amount of high explosives
contained within a heavy mortar
shell or the Tian Lei-2 air-to-sur-
face missile, and the latter has a
payload of 10 kg, comparable to
the size of the warhead carried by
the AGM-114 Hellfire and AR-1
missiles. Small and expendable
systems such as these may pose
the greatest challenge for arms
control, especially if they prove
to be an attractive option for non-
state armed groups.

UAY system components

UAYV systems usually comprise mod-
ules that should be found entirely or
partially in any system. A complex
one composed of six main sub mod-
ules that work coordinately to obtain a
highly valuable observation platform.
Fig 3 depicts a schematic view of each
sub module.

1. The UAYV airframe: A simple,
lightweight, aerodynamically effi-
cient and stable platform with lim-
ited space for avionics.

2. The flight computer (autopilot):
The heart of the UAV. A comput-
er system designed to collect aero-
dynamic information through a set
of sensors (accelerometers, gyros,
magnetometers, pressure Sensors,
GPS, etc.), in order to automatically
direct the flight of an airplane along
its flight-plan via several control
surfaces present in the airframe.

3. The payload: A set of sen-
sors composed of TV cameras
(EO-electro optical sensors), infra-
red sensors, thermal sensors, etc.to
gather information that can be par-
tially processed on-board or trans-
mitted to a base station for further
analysis, or it can be Rockets or

bombs in case of the armed drones.
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4. The mission/payload controller:
A computer system onboard the
UAV that has to control the opera-
tion of the sensors included in the
payload. This operation should be
performed according to the devel-
opment of the flight-plan as well
as the actual mission assigned to
the UAV.

5. The base station: A computer
system on the ground designed to
monitor the mission development
and eventually operate the UAV
and its payload.

6. The communication infrastruc-
ture: A mixture of communica-
tion mechanisms (radio modems,
satcomm, microwave links, etc.)
that should guarantee the continu-
ous link between the UAV and the

base station 7.

It is worthy to mention that current
UAYV technology offers feasible
technical solutions for airframes,
flight control, communications,
and base stations that can be used

for commercial and civil drones.
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UAYV military and civilian
applications ®fig 4

Unmanned aerial systems already
started to alter not only contemporary
force structures but also great part of
civilian community activities as a re-
sult of this technology diffusion, In
this regard, the US has increased its
reliance on drones. Moreover, various
studies in the military literature have
started to focus on potential future ef-
fects of unmanned platforms and ad-
vanced payload they carry on conduct
of warfare and military deployments
around the world.

Moreover, the invention of and re-
liance on unmanned platforms may
alter geo-strategic considerations as
well. Operation of drones require in-
frastructure such as airfields around
the world. Countries such as the US
and the UK may consider utilization
of drones when planning resource al-
locations. Besides, future aircraft car-
riers may carry significant numbers of
unmanned aerial vehicles on board. As
far as the current trends are concerned,
political and financial limitations may
encourage the polities to rely on un-
manned aerial systems while conduct-

ing limited military campaigns.
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Invention and use of unmanned aerial
systems is a part of evolution of airpow-
er. Since the first uses of airpower in
the context of conduct of warfare, how
to utilize it for desired strategic effects
and to increase overall strategic perfor-
mance will remains as a valid question,
The vast majority of drone used, al-
most 90 percent, in main military ap-
plications utilize UAVs in ISR intel-
ligence, surveillance, reconnaissance
missions and battle field monitoring,
hence the rest utilizing UAVs in com-
bat mission or as known as targeting
killing mission , also close combat
support for ground troops in fighting
areas and boarder monitoring in addi-
tion to counterinsurgency operations
which the US and - recently - other
nations relay heavily in this kind of
missions on drones as was apparent-

ly in both Afghanistan and Pakistan.

Drones civilian applications
and market”’
Although it has yet to materialize, the
market for UAVs in civil and commer-
cial applications can be segmented sev-
eral different ways. However, a con-
sensus about how best to divide up this

segmentation is beginning to emerge.

It is expected that these markets will
not emerge simultaneously, but expe-
rience will permeate between differ-
ent sectors as UAVs are increasingly
used. Government users are expect-
ed to be the first adopters within the
civil market, based on knowledge of
past and ongoing activities. Also of
significance is military procurement,
since it is expected that in the short-
term, UAVs supposedly purchased for
military activities will additionally be
utilized in civil applications, such as
maritime patrol or security for major
events. It is also true that military ex-
perience of UAVs can infiltrate into
wider government and commercial
application markets. The main advan-
tages of using UAVs for civilian pur-
poses are broadly similar to those ap-
plicable in the military context. These
include, perseverance, cost-effective-
ness and the ability to function in an
environment hazardous to human op-
erator per se. Although all these men-
tioned advantages should result in a
prosperous UAV civilian market, still
legislative and regulatory factors are
making the emergence of the market
significantly delayed.

As stated earlier, the raise and high
demand on procuring drones has
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increased vastly throughout the
last decade especially in the civilian
market due their various usage such
in many fields like:

aerial photography, search and rescue
missions, inspection of power lines
and pipelines, counting wildlife, de-
livering medical supplies to otherwise
inaccessible regions and detection of
illegal hunting, reconnaissance opera-
tions, cooperative environment moni-
toring, border patrol missions, convoy
protection, forest fire detection and
monitoring, surveillance, coordinat-
ing humanitarian aid, plume tracking,
land surveying, fire and large-accident
investigation, landslide measurement,
illegal landfill detection, the construc-
tion industry, smuggling, and crowd
monitoring, borders patrolling, scout
property and locate fugitives. One of
the first authorized for domestic use
was the Shadow Hawk in Montgom-
ery County, Texas SWAT and emer-
gency management offices. Citizens
and media organizations use UA Vs for
surveillance, recreation, news-gather-
ing, or personal land assessment — a
UAYV was used to successfully locate
a man with dementia who had gone
missing for three days — archeolo-
gy, cargo transport, healthcare, film-
making, hobby and recreational use,
law enforcement, scientific research,
pollution monitoring, agriculture and
pandemic response (China).
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The goal of fostering the capabili-
ties of UAVs can most easily be ac-
complished by removing many of
the technical and regulatory barriers
to civil UAV flight. This means that
(NASA,

ICAO...) must endeavor to develop

concerned organizations
technologies from the low technol-
ogy readiness levels to ones that can
be readily developed in the commer-
cial sense. In addition, policies must
be fostered to facilitate UAV flight in
the National Air Space. As a result of
these efforts, cost will become a lesser
impact to market development. When
these become reality, innovation and
entrepreneurship will drive down the
cost of UAV flights and enhance the
safety, reliability, and operability of
UAVs. As the costs go down and ac-
cess to the airspace becomes routine,
the market for UAV is expected to ex-
pand rapidly based on various market
forecasts. This cost shift will drive the
explosive market growth in the civ-
il sector that is forecasted in several
studies. This assessment will facili-
tate the market growth by identifying
critical user-defined technology and
capability requirements that currently

do not have funding plans in place *°.
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Figures

Figure 1
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Figure 2

Classes of unmanned aircraft

Class | Class | Class Il

Weight
Less than 2kg 2-20kg 21-150kg 151-600kg QOver 600kg
Operating altitude
Up to 200ft Up to 3,000ft Up to 5,000ft Up to 10,000t Up to 65,000ft
Mission radius
Skm 25km 50km 200km Unlimited

Sources: Ministry of Defence; FT research
©FT

UAV classes
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Figure 3
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World Leading Countries
in UAV Technology

Since there is no certain criteria to clearly classify countries in descending
or ascending order other than information available from open source and
media, the below order, essentially, will be based on the volume of procured
systems and the declared systems in the country’s inventory as a reference.

Yet, there are many UAV systems
today, with different objectives and
diverse characteristics. Nonetheless,
UAVs are not restricted to the United
States and Israel only. In fact, in the
past decade showed UAVs have pro-
liferated around the globe. The United
States is still the country that most in-
vests in UAVs procurement, R&D but
this investment has shown to be stable.
In the rest of the world, the interest on
UAVsis growing. At least 95 countries
now maintain active military drone
programs fig 1 recording a 58 percent
increase over a decade ago, and that
there are likely at least 21,000 military
drones in operation around the globe'.
Of these, 50 have projects to develop
UAVs, but most are just proposals. 23
countries are developing armed UAVs
(China, France, Germany, Greece, In-

dia, Iran, Israel, Italy, Lebanon, North
Korea, Pakistan, Russia, South Africa,
South Korea, Spain, Sweden, Switzer-
land, Taiwan, Tunisia, Turkey, Unit-
ed Arab Emirates, United States and
United Kingdom) fig 2. Israel and the
United States are the largest exporters
of UAVs, but China and Iran can also
compete in this market (Davis, Mc-
Nerney, et al. 2014).

The growing production of drones
worldwide has been significant in
recent years. As mentioned previ-
ously, the US and Israel, have really
pioneered the adoption of UAVs for
military applications, with European
States beginning to make use of the
technology on military operations
from the mid-1990s.

Early experiences in Bosnia and Koso-
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World Leading Countries in UAV Technology

vo at times proved to be problemat-
ic and to have little major influence
on situational awareness in theater,
where deception, immature technolo-
gy, weather conditions and most im-
portantly a lack of understanding in
how to best utilize UAV's combined to
make an inauspicious beginning to the
market in Europe, at least when com-
pared to the growth since 2003. Re-
search conducted by Frost & Sullivan
has indicated that between 2004 and
2008, the number of UAVs deployed
globally on operations has increased
from around 1,000 to 5,000 systems.
The great majority of this growth is
driven by the United States, whose
budget and current need is larger than
any other country or region in the
world®. Fig 3

European and United States forecast
future investment in UAV This seg-
mentation has emerged remarkably
quickly and enabled UAVs to replace
manned aircraft (such as Global Hawk
gradually taking over from the U2, or
the Predator taking over from the Can-
berra PR9), and offering new ‘organic’
surveillance capability to Land Forc-
es. The emergence of hand-launched
UAVs, in particular, has contributed
to wider use and experience of UAV's
in smaller countries in Europe, which

may not otherwise have been able to
afford larger systems. It is apparent
that European military organizations
have been gradually building up a crit-
ical mass in the experience and utiliza-
tion of UA Vs to the point where coun-
tries across the European Union are
all either using UAVs or planning on
procuring UAVs in the future. Whilst
the US is set to remain the larger mar-
ket, particularly in the military field,
Europe is growing at a considerably
faster rate, particularly in the short-
term. In both the US and in Europe,
the markets rapid growth has been
consolidated around clear definable
segments outlined in this chart Fig 4.

In this section we will overview key
countries in the UAV industry in terms
of technology, UAV procurement and
of course the inventory:

United States of America

The United States will continue to
lead the pack, with R&D spending
increasing from an estimated $2.2 bil-
lion in 2020 to $2.7 billion in 2029, and
procurement ramping up from $1.649
billion in 2014 to about $3.777 billion
by the end of the decade, fig 5. Billions
of additional dollars are expected to be
invested when classified programs are
taken into account. However, the US

UAV/Drones: History, Operations, and Future



34

military will be the unrivaled leader
in developing medium-altitude long
endurance (MALE) armed drone tech-
nology; it is projected to account for
62 percent of all drone research and
development and 55 percent of all pro-
curement over the next decade. With a
projected $80 billion in global spend-
ing over the next ten years, drones
constitute a potential growth industry
for the aerospace and defense sectors’.
Military:

The US inventory has many types of
drones and classes, depending on the
branch of service or even the corps in
each branch. for instance, army corps
has different UAS which varied from
microssmall UAV like Raven and
Puma, medium like shadow and pio-
neer and heavy like gray eagle; I-gant
or hunter, due the broad usage of these
systemsanditsintegrationintoNCW (as
previously explained) to sustain the
vast intelligence as much as possible
in the operation area or battel field.

The US is the most open about its
drone stocks. The IISS data shows that
is has at least 678 drones in service, of
18 different types. Some 14 of them
are identified as 'heavy’, and includes
UAVs such as the MQ-1B Predator, of
which it has over 100 *.

Currently the US has many UAS sys-
tems, such as °:

MQ-1 Predator, RQ-2 Pioneer, MQ-5
Hunter, RQ-14 Dragon Eye, RQ-16
T-Hawk, FQM-151 Pointer, CQ-24A
K-MAX; Desert Hawk; MQ-1C Gray
Eagle; RQ-4 Global Hawk; MQ-4C
Triton; RQ-7 Shadow; MQ-8B Fire
Scout/MQ-8C Fire Scout; MQ-9
Reaper; CQ-10 Snow goose; RQ-11
Raven; RQ-12 Wasp; MQ-19 Aero-
sonde; RQ-20 Puma; RQ-21 Black-
jack; RQ-170 Sentinel; RQ-180; Black
Hornet Nano; Coyote; Snipe NAV;
Switchblade; ScanEagle; Northrop
Grumman Bat, and more ¢, fig 6.

Civilian UAVs:

Since 2006, DoD has had very specific
and stringent guidance on the domestic
use of DoD UAS. On occasion, DoD
operates UAS domestically in support
of a request from Federal or State ci-
vilian authorities. DoD only conducts
these operations with the approval of
the Secretary of Defense, who in 2018,
delegated the approval of the use of
smaller UAS to the Secretaries of the
Military Departments, or the Geo-
graphic Combatant Commander where
smaller UAS use supports Force Pro-
tection and Defense Support of Civil
Authorities 7 fig 7.
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Russia

Russian armed forces currently do not
have armed drones, although the Min-
istry of Defense signed contracts with
domestic aerospace firms to build a
prototype by 2014, with the goal of
the drones entering service by 2020.
Russia claims to have developed the
Lutch, an armed drone capable of
holding 350 pounds of munitions and
remaining aloft for 18 hours, although
there are no known sales ® .

Most of the UAV units in the Russian
Ground Forces appear to be compa-
ny-sized formations equipped with var-
ious Class I tactical systems. They are
generally attached as organic support
elements to Motor Rifle Brigades, each
UAV Company is organized into pla-
toons that each operate different UAV's
?. Other Russian Ground Forces forma-
tions also appear to contain UAV ele-
ments of varying sizes. Several forma-
tions, such as the 16th Special Purpose
Brigade in the Eastern Military District,
incorporate UAV units thatare probably
smaller than a full UAV Company. The
Russian Navy has activated one UAV
regiment with the Northern Fleet and
one UAV squadron with the Black Sea
Fleet ** Russian UAV inventory: Fig 8
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Orion is a Class III fixed-wing UAV
developed by the Kronshtadt Group.
Possibility for a high-altitude long-en-
durance variant of the Orion is called
the Orion-2'".The Altair is a twin-en-
gine Class III fixed-wing UAV. The
Simonov Design Bureau (SDB) a
high-altitude drone for arctic surveil-
lance missions. The Okhotnik is a
Class III fixed-wing UAV developed
by Sukhoi, designed to serve as a com-
bat drone capable of reaching a top
speed of 1,000 kilometers per hour.67
The Forpost-M is a variant of Search-
er Mk II developed by the Ural Civil
Aviation Plant (UZGA). The Corsair is
a Class II fixed-wing UAV developed
by OKB Luch. This is a twin-boom
aircraft with a push-propeller design.
The Katran is a Class II rotary-wing
UAV developed by Russian Helicop-
ter Group. It is expected to replace the
Schiebel Camcopter S-100. The Car-
nivorais a Class I fixed-wing UAV de-
veloped by NPP Mikran. It is designed
for both strike and counter-UAV mis-
sions and is advertised as capable of

operating in denied environments ‘2.
China »

China invests in drone programs, with
at least 25 prototypes in development,
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including armed variants potential-
ly for export. The Chinese aerospace
spokesperson said that “the United
States doesn’t export many attack
drones, so we’re taking advantage of
that hole in the market.”** However,
Chinese displays at air shows have
been limited to models and comput-
er graphics. Little is known about the
Chinese program. According to a re-
cent Pentagon report, “Data on the
actual extent of [drone] production is
nearly non-existent, and there is lit-
tle available information on China’s
overall procurement objectives.”*
However, the available programs that
belong to China can be concluded in
the following types: Fig 9

The Wing Loong is a class III fixed-
wing system developed by the Avia-
tion Industry Corporation of China
(AVIC). A scale model of the Wing
Loong III’s design, which is based on
the Wing Loong I, was unveiled at the
2016 Zhuhai airshow®.

The Divine Eagle is a class III fixed-
wing system developed by Shenyang
Aircraft Corporation with a 45-meter
wingspan. The Divine Eagle is among
the largest drones in the world. It has
conducted test flights at Shenyang
Beiling air base.

The cloud shadow is a class III fixed-
wing drone developed by AVIC. It
was unveiled at China’s Zhuhai air-
show in 2016 and features a wp-11c
turbojet engine, sleek fuselage to car-
ry out high-altitude surveillance and
strike missions”. The AV500W is a
class II rotary-wing UAV developed
by AVIC. It was unveiled at the 2016
Zhuhai airshow. It is notable for being
China’s first strike-capable unmanned
rotary-wing aircraft'®.

The TB-001 is a class III fixed-wing
drone developed by Tengoen tech-
nology, the Chinese package delivery
firm, has conducted field tests of a tb-
001 modified for cargo operations® . The
Caihong-7 (CH-7)is aclass I1I jet-pow-
ered flying-wing system developed by
the 11th research institute of the China
Aerospace Science and Technology
Corporation (CASC). It was unveiled
in 2018 at the Zhuhai airshow. The
Tian Ying is a class III fixed-wing
drone developed by China Aerospace
Science Industry Corporation (CA-
SIC). Like the CH-7, the Tian Ying has
a tailless flying wing design, though it
is only half the size of the CH-7, with
an estimated 10-meter wingspan. The
JY-300 is a class III fixed-wing that
will serve as an early warning air-
craft, with miniature phased-array ra-
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dar strips lining its fuselage. The Fei
Long-1 is a class III fixed-wing UAV
developed by Zhong Tian. The Yaoy-
ing-2 is a class I1I fixed-wing known as
the “air sniper,” and is a strike-capable
system with a 16-hour endurance and
200 kilometer operational radius. The
Qi Mingxing is a class III fixed-wing
solar-powered UAV. The Feihong-98
is a class III fixed-wing system based
on the Antonov AN-2, a manned Sovi-
et-era biplane. The SD-40 sea cavalry
is a class I fixed-wing vertical take-off
and landing UAV.

Iran

Due to the international embargo and
lack of technology transfer availabil-
ity, Iran relies on local development
programs. Hence, most of its drones
are extremely crude and primarily
used for anti-aircraft target practice.
Several of Iran’s more capable spy
drones, like the Ababil III, were easily
tracked down over Iraq by US fighter
jets®. Iran also claims to have fielded
an armed drone called the Ambassa-
dor of Death, which would effectively
function as an imprecise one-time-
only cruise missile. In the absence of
an indigenous armed drone capacity,
interested states are looking to buy
UAVs form Iran.

The Iranian inventory Fig 10 has at
least 17 different UAVs (plus vari-
ants) in use or in development by
Iran with six of these being UCAVs,
the Ababil-T, Nazir, Ra’ad. The Sarir
H-1101s based on the Israel Aerospace
Industries Hunter and the Shahed-129
on the Elbit Systems Hermes-450. The
Shahed-129 is reportedly capable of a
missile payload for a non-stop 24-hour
flight over 2,000 km. This is twice the
range of the Karrar, a first generation
Iranian UCAV. Such technological
improvements are believed to have
been made possible in part through re-
verse engineering of intercepted ene-
my hardware (such as Lockheed Mar-
tin RQ-170 Sentinel that Iran downed
in December 2011)*.

Israel

Israel has a rich history in UAV manu-
facturing and utilization due to the po-
litical situation and the security imper-
ative which dictates the high alert of
its forces. Israel is one of the world’s
leading exporters of drones in terms of
volume, variety and number of coun-
tries exported to. Israeli companies
were responsible for 41 percent of all
UAV exports worldwide between
2001 and 2011% . Israeli UAV sales
have amounted to $4.6 billion over
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the past eight years, making up near-
ly 10 percent of Israel’s total defense
exports® . This is projected to grow
by 5-10 percent per year. At least 52
different UAVs (plus variants) are
in use or in development by Israel,
four of these being UCAVs, though
there are likely more being devel-
oped in this latter category. Israeli
UAYV companies export to customers
across Asia, Africa and Latin Amer-
ica. Searcher-1I, Heron and Harpy
UAVs have been sold to India and
Azerbaijan has purchased $1.6 bil-
lion worth of Israeli military hard-
ware, including Searchers, Herons
and Hermes. The Harop and Harpy
UCAVs are in service with India and
Turkey, and China currently uses the
Harop.

Israel’s combat doctrine has, over
time, shifted from conventional war-
fare characterized by classic bat-
tlefield force concentration to one
typified by close-quarter and often
low-intensity urban warfare in high-
ly built-up civilian centers which
requires precise strikes and heavily
depending on intelligence gathering.

Of course, Israel’s inventory, Fig 11,
has many types of drones and classes,

depending on the branch of service and

level, such as army artillery Corps*
use Skylark, skylark-3 and Hermes
450*. Meanwhile, the Naval Recon-

naissance division uses Heron-1.

Drones (both surveillance and armed)
will therefore continue to play a cru-
cial role in Israel’s existing theatres
and conflicts. In the short to medium
term, an increasing number of ex-
pendable drones (such as the Harop)
are likely to be used in SEAD mis-
sions and possibly decapitation strikes
at enemy leaderships. Israel is one of
only three countries (together with the
United States and Britain) known to
have successfully used UCAVs for le-
thal strikes. The IDF will continue to
be at the forefront of developing new
tactical and operational doctrines us-

ing the latest drone technologies.

The Israeli inventory has many UAVs,
such as: Army, Harpy Al Israel I Loi-
tering munition, Phantom1, Mavic2,
Matrice3 Skylark Elbit, Skylark 3, Her-
mes 450 [IAI, Air Force Hermes 9004
Elbit, Heron 15 IAI, Heron TPé IAI

Turkey *
Turkey’s UAV program started in the

2000s* and it was depending on Israe-
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li-made drones to assist in its conflicts
and dispute areas, especially in its
asymmetric warfare with Kurdish reb-
els. Later on it came up with the first
indigenous UAV Anka. Now Turkey
considers itself as one of the top devel-
opers in the world in the field of UAV
technology. It possesses more than
250 drones® . The army was using the
Falcon 600/Firebee, the Canadair CL-
289 and about two dozen of their own
indigenous Bayraktar tactical UAVs.
Their air force selected to use the Gnat
750/I-GNAT ER and the Heron. Their
fleet has expanded greatly since then.
Open Briefing has identified at least
24 different UAVs (plus variants) in
use or in development by Turkey, with
four of these being UCAVs. Turkey
operates a special variant of the Is-
raeli Heron. It uses Turkish-designed
sub-systems and a more powerful en-

gine for enhanced performance.

Turkey’s inventory, Fig 12: Black
Hornet. Serge-1, Bayraktar Mini,
Bayraktar TB2. Harpy, Kargu, Heron
1, Anka, and Karayel-SU.

France »

France is one of the most experienced

users of military UAVs in Europe,

with significant expertise centered in
the 61st Artillery Regiment, which
uses CL-289* and Sperwer UAVs.

France was procuring significant
numbers of the DRAC UAV in a con-
tract ongoing to 2012. Also of signif-
icance is the likely procurement of
replacement TUAVs and significant
purchases of MALE UAVs. A num-
ber of different French companies are
building partnerships to bring in Is-
raeli or US developed platforms with
French technology to meet this emerg-
ing requirement. It is also worth not-
ing that France is likely to seek to pro-
cure jointly with other countries, with
industry making joint offers to France
and Spain in particular, France is ex-
pected to utilize UAVs across a wide
range of civil applications, particular-

ly for Law Enforcement.

Germany

Germany has a strong track record in
the use of UAVs and is looking to ac-
quire a full spectrum of UAV?* capa-
bilities, more so than any other Euro-
pean country. Headline procurement
is the Eurohawk HALE UAV which
will be utilized in a SIGINT role. Ger-
many has also speeded up its plans to
procure MALE UAYV to meet ongoing
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operational requirements, and is ex-
pected to make a purchase decision
in the near future. Germany’s current
extensive inventory of UAVs will also
likely be replaced with new systems
during the next 10 years. In particular,
Germany is interested in the potential
for micro-UAV and for VTOL UAVs.
Germany is rated as having a high
likelihood of utilizing UAVs in civil-
ian applications, with particular focus
on Law Enforcement, Energy Sector,
Border Security and Agriculture.

Italy *

Italy has gained considerable experi-
ence in the use of military UAVs in
Iraq and is expected to make consid-
erable purchases in the future across
all segments, with the exception of
HALE UAVs. Italy is rated as a strong
opportunity for using UAVs in civil-
ian applications, particularly for mar-
itime border security, Fire Fighting,
Earth Observation and Remote Sens-
ing missions. Finmeccanica’s Sky-Y
UAS and UAYV Falco is targeted spe-
cifically at the civilian market.

United Kingdom

The United Kingdom has proven to be
one of the largest markets for UAVs in
Europe, with procurement of a signif-
icant number of UAVs Fig 13, largely

in sync with major deployments on
operations. As such, the UK has usu-
ally required on urgent operational
requirements to provide a UAV capa-
bility, and has used this procurement
route for its Desert Hawk Mini-UAYV,
its Hermes 450 TUAV and its protec-
tor MALE systems. The UK has also
recently procured a small ducted-fan
VTOL UAV for use on operations,
known as the MAV. In the past the UK
has used a number of different systems
# including the Phoenix TUAV *, as
well as testing the Scan Eagle Mini-
UAYV from naval vessels. The UK is
expected to continue its use of UAVs,
which is further driven by the emer-
gence of a parliamentary report en-
couraging greater and wider adoption
of Unmanned Systems by the Minis-
try of Defense. The main program of
interest is the Army’s Watchkeeper
program, under which around 58 air
platforms will be procured, along with
ground vehicles, stations and other el-
ements. In the short-term, the UK will
procure Predator systems to replace
airframes lost on operations, and for
this purpose has raised a potential sale
of 10 systems with the US Defense and
Security Co-operation Agency should
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more replacements be needed due to
attrition. It is unlikely that the UK will
invest in a HALE UAV, but both the
Army and the Navy are expected to
procure VTOL aircraft in the future.
The UK is pioneering the use of UAV's
in civilian applications, but due to re-
strictions imposed by regulators on
the use of UAVs in non-restricted air-
space, it is instead seeing industry tak-
ing a role of educating potential end
users in the utility of UAVs through
a number of different Partnerships,
such as the South Coast Partnership,
through which BAE Systems provides
the use of a UAV system, but there is

no procurement.

However, a number of nonmilitary
organizations have been actively
looking at the potential provided by
UAVs; Surrey Police conducted a
study in their use, Merseyside Police
procured some remotely piloted sys-
tems and West Mercia Police have
utilized lighter-than-air systems for
surveillance. Furthermore, the AS-
TRAEA program has allowed the UK
to tackle the use of UAVs in civilian
airspace in a practical manner. The
UK is rated as having a high likeli-
hood of using civilian UAVs in a wide

range of applications.
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Figures
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The Implications of Using UAV
Technology by Nonstate Actors

Among the most notable development that can be observed in recent years
is the spread of unmanned systems among various regular armies as well as
many terrorist and rebel groups, which has posed remarkable and important
challenges to governments and armies around the world.

Given that UAVs have lowered the
threshold for using lethal force, and
the fact that the US has created its own
criteria for what constitutes legitimate
targets, states and nonstate actors are
increasingly likely to adopt the use of
drone strikes. We will explore this on
two levels, those of state actors and non-
state actors.

State Actors

It is estimated that the number of states
that have acquired a complete drone
system has grown from 41 countries in
2005 to 76 countries in 2012. Over that
same period of time, the number of to-
tal drone programs within those states
increased from 195 to 900 programs.
As is the case in the US, the vast ma-
jority of all drones developed by other

countries will be used exclusively for
government or civilian intelligence,
surveillance, and reconnaissance (ISR)
missions. Some advanced industrial
economies like Russia, Taiwan, and
South Korea have developed increas-
ingly sophisticated and largely indige-
nous drone capabilities, but they have
also missed deadlines for when they
would field armed drones, accord-
ing to their own defense ministries.
There is no international association
for drone manufacturers and opera-
tors similar to those that exist for ci-
vilian nuclear facilities or commercial
space launches that provides reliable
information. In this essay, we will talk
about the top 10 UAV countries in Eu-
rope, Asia, CONUS, and the MENA
region who have unmanned aerial ve-
hicle (UAV) programs.
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Nonstate Actors

A few nonstate actors have developed
armed UAVs. For instance, the Pales-
tinian agents belonging to the Fatah
movement who in December 2002 car-
ried out IED model airplane attacks on
Jewish sections in Jerusalem. These
agents intended to broaden the scope
and use hundreds of such model air-
planes in similar attacks, but this plan
never got beyond the flight test stage'.

Three incidents subsequently took
place where UAVs were to be used to
launch attacks, reconnaissance, and
for protest purposes. The first was in
2003 and was a joint effort by a Hez-
bollah cell that was supporting the
Al-Agsa Martyrs Brigade, an arm of
Fatah. The intent was to launch an
IED UAYV attack on Jewish settlers in
Gaza; however, the plot was interdict-
ed by Israeli security forces’.

Then, on 7 November 2004, a Hezbol-
lah®drone was launched from southern
Lebanon and engaged in a 20-minute
reconnaissance operation over Naha-
riya in northern Israel. The Mirsad-1
drone was provided by Iran and was
of military grade quality. There are
conflicting reports of the drone either
crashing in the sea off the Lebanese
coast or returning to its Hezbollah

base after the reconnaissance flight.
The final incident took place on 11
April 2005 and involved another Mir-
sad-1 drone operated by Hezbollah
from southern Lebanon. In this inci-
dent, the drone flew over the northern
Israeli city of Acre as a form of pro-
test of Israeli airspace violations in
Lebanon, according to Hezbollah. The
drone completed its mission success-
fully and return back to its Hezbollah
base.

On 2 August 2019, the spokesperson of
the Yemeni Houthi * movement (Ansar
Allah) announced that the group had
launched over 50 UAV attacks into
Saudi Arabia between May and August
of that year. The latest, titled Operation
First Deterrence Balance, occurred on
17 August and saw Ansar Allah suc-
cessfully target an Aramco gas facil-
ity deep into Saudi Arabia using 10
UAVs®. Ansar Allah does not have an
air force. Its first recorded use of UAVs
came in December 2015, when it flew
a DJI Phantom series quadcopter — a
commercially available hobbyist sys-
tem — that it had been allegedly stolen
from a local television station.

In January 2016, stories emerged of
Ansar Allah deploying a UAV*in an
ISR capacity in the province of Ma’rib.
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The same model of UAV seen in De-
cember was shot down while reported-
ly carrying out further ISR operations
by forces loyal to the coalition-backed
president, Abd Rabbo Mansour. The
seizure of a done by the United Arab
Emirates Presidential Guard in a truck
containing several unassembled Qa-
sef-1 Fig 1 UAVs in November 2016
cast further doubt on the technological
capabilities of Ansar Allah. In Janu-
ary 2018, the United Nations Panel of
Experts (PoE) on Yemen reported that
this system is “virtually identical in
design” to that of an Iranian Ababil-T
UAV. However, Iran denied the
whole story. The Houthi deployment
of UAVs serves two key functions —
punishment and propaganda. Despite
the fact that the tactical advantage of
UAVs is limited, the symbolic value
of their use against the coalition and
their territories is significant.

Nonstate actors could easily carry
out similar terrorist attacks with ex-
plosives-laden drones that would in-
flict little damage. At the same time,
it must be acknowledged that UAVs
have unique characteristics that make
them particularly susceptible to mis-
use in comparison to other technolo-
gies. These include their low costs,
which can aid their rapid proliferation;
their small size and precision, which

can tempt covert armed forces and
nonstate actors to use them secretly
and without transparency, control, or
accountability; and the minimal risk
to their operators, which can lower
political thresholds for the use of force
which in turn would destabilize peace
and security for the international com-
munity and international relations.

In what may or may not be considered
a major escalation of nonstate drone
capabilities, on 13 August 2006—during
the Second Lebanon War-three Ababil
(military grade) Iranian drones sup-
plied to Hezbollah were launched
against Israel from southern Lebanon
Fig 2. Each drone was said to be car-
rying a 40-50-kilogram warhead and
was intended for use against a “stra-
tegic target,” according to Hezbollah.
The threat was taken seriously enough
that F-16 Israeli fighters shot down
these UAVs near Tyre, Lebanon and
near Haifa and Western Galilee in Is-
rael. Upon inspecting the wreckage of
some of these craft, Israel claimed that
they were carrying warheads’.

Four more escalatory incidents by
Hezbollah and Hamas using UAVs
took place between the latter part
of 2012 and mid-2014. On 6 October
2012, Hezbollah sent an Iranian Ayoub
drone over Dimona, Israel-a restrict-
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ed area which contains that nation’s
nuclear weapons facilities—for recon-
naissance purposes. The timing of the
drone incident coincided with Israeli
military exercise preparations. Given
the sensitivity of this area, the drone
was shot down by an Israeli F-16, al-
though not until after it had been aloft
for some hours.*Another Hezbollah
drone of an unspecified type was shot
down by an F-16 10 kilometers out to
sea west of Haifa on 22 April 2013.
The mission of this UAV is unknown.

A Hamas agent at a local university
intended to send a UAV carrying ex-
plosives into Israel in October 2013,
but was interdicted by the Palestin-
ian Authority in Hebron. In the last
of these incidents, on 14 July 2014, a
homemade Hamas drone was shot
down over Ashdod, Israel, by a pa-
triot missile. This 5-foot-long drone
was outfitted with small air-to-ground
rockets and was on its way to engage

an undisclosed Israeli target.

Terrorist and Insurgent Use
of UAVs ?
The use, and attempted use, of UAVs
by terrorists and insurgents can at least
be dated back to the 1994 attempts by

the Japanese apocalyptic cult Aum
Shinrikyo to conduct dry runs to re-
lease the nerve agent sarin by means
of remote-controlled helicopters with
aerial spray systems. The attempts
failed as the mini-helicopters crashed
during testing, with the terrorist group
going on to utilize different dispersal
methods when they launched their sa-
rin attacks on a Matsumoto courthouse
and later on the Tokyo subway sys-
tem. The latter attack resulted in about
a dozen deaths and 5,500 injuries.

The next incident was a July 2001
plot by Al-Qaeda to use an impro-
vised explosive device (IED) to attack
G8 Summit leaders in Genoa, Italy.
This plot may have only entered the
what-if stage, with Osama bin Lad-
en musing about its potentials, but it
is not clear whether the plot was ever
put into motion. Two more Al-Qaeda
plots followed: one in February 2002
out of Pakistan, and the other in June
2002 from an unspecified location.
The first plot, which was tied to Moaz-
zam Begg, sought to launch a drone
filled with anthrax against the English
House of Commons. *° Begg was sent
to Guantanamo Bay Prison for his in-
volvement, but was later released in
January 2005 after the original charges
became questionable. The second plot
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involved IED-carrying remote-con-
trolled planes being used against pas-
senger airlines-though the plot is said
to have never gotten beyond the con-
cept stage.

Then, in August 2002, a Colombian
army unit seized nine remote con-
trolled planes from a camp deep in the
jungle belonging to the Fuerzas Ar-
madas Revolutionaries de Colombia
(FARC) guerrilla group. The intended
use of these planes is unknown, but
some speculation existed that they may
have been intended to carry IEDs".

Two Pakistani terrorist group-linked
incidents then took place on 13-14
September 2005. In the first, the Paki-
stani army raided an Al-Qaeda hideout
in North Waziristan. In the raid, they
seized a Chinese made remote-con-
trolled model airplane that was said to
be used for the surveillance of Paki-
stani security forces prior to attacking
them. The IED weaponization poten-
tials of this model aircraft were also
mentioned.

Ala Asad Chandia (Abu Qatada) was
arrested in Fairfax County, VA, for
obtaining an MP 1000SYS electron-
ic automatic pilot system for model

aircraft. This Lashkar-e-Taiba trained
individual was federally indicted and
subsequently convicted for attempting
to send this technology to the terrorist
group for its drone use in Pakistan.

Between 2006 and May 2012, two
Al-Qaeda incidents and one Taliban
UAYV incident took place. In Colum-
bus, OH, in 2006 or 2007 (exact dates
are unknown), the Al-Qaeda-trained
Christopher Paul was conducting
drone research, utilizing a 5-foot-long
model helicopter for terrorism purpos-
es. He was arrested by the FBI in Au-
gust 2007 and was subsequently con-
victed in June 2008 (he took a plea deal
that resulted in a shorter sentence).

In the next incident, which took place
on 28 September 2008, Rezwan Fer-
daus—-an Al-Qaeda affiliate-was ar-
rested by the FBI in Ashland, MA.
He was caught in a terrorist sting op-
eration related to his plot to pilot F-86
Sabre and F-14 Phantom scale mod-
els (with GPS capability) loaded with
C-4 explosives into the Pentagon and
Capitol buildings. He was convict-
ed for this plot in 2012 and also took
a plea deal for a shorter sentence. Fi-
nally, on 19 May 2012, an allied raid
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on a Taliban base in Helmand Prov-
ince, Afghanistan, turned up a small
drone-possibly a NATO Desert Hawk-
along with some I[EDs and small arms.
The intended Taliban use of the drone
was unknown, quite possibly for re-
connaissance purposes, though it ap-
peared slightly damaged in a photo of
the arms cache and no control unit was
found with it.

The Islamic State (IS) **joined the non-
state threat drone proliferation club
with three successful UAV operations
in August and September 2014. The
first incident was on 23 August 2014
near Raqga province in northern Syr-
ia. It involved the use of a commercial
system—a DJI Phantom FC40 quad-
copter Fig 3 —to recon Syrian Army
Base 93 prior to an IS ground assault
on the base. The quadcopter video
imagery was subsequently used in
IS propaganda videos. On 30 August
2014, an unspecified IS drone was
used over Fallujah, Iraq, to provide
imagery of attacks on the city for on-
line propaganda purposes. In the last
IS operation on 12 September 2014 in

Kobani, northern Syria, another un-

specified drone was used to capture
video imagery of suicide bomber and
ground attacks on that city for propa-

ganda purposes.

On 21 September 2014, Hezbollah
engaged in a successful drone strike
operation against Al-Nusra Front—an
Al-Qaeda-linked group—near Arsal in
northeastern Lebanon. Twenty-three
Al-Nusra terrorists were said to have
been killed in the attack, which was
followed up by a group assault-an in-
cident that ushered in terrorist-on-ter-
rorist drone warfare. Whether the
drone utilized in the attack carried a
warhead or air-to-ground projectiles is
unknown. A final incident involving
terrorist and insurgent use of UAVs
occurred on 16 March 2015, near the
city of Fallujah, Iraq. In that incident,
an IS militant flew a small model air-
craft for about 20 minutes. After the
drone landed, the IS operative placed
the drone in the trunk of a car and pro-
ceeded to drive off, at which point US
coalition military forces launched an
airstrike destroying the insurgent, the

drone, and the vehicle®.
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Figures

Figure 1

Qasef UCAV

Figure 2

Hezbollah drones
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Figure 3

Phantom DJI4 drone
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The military use of UAVs

The emergence of UAV technology gives states the ability to conduct more
efficient military operations by lifting the fog of the war and giving a precise
picture of the arena, which has helped for quicker decision-making on differ-

ent levels.

In this section, we will discuss his~
torical cases where UAVs were used
and explain their benefits in these
operations:

* The Iran-Iraq War (1980-1988).

e The First Gulf War (1991) and the
Second Gulf War (2003-2011).

* The Azerbaijani-Armenian War
in Nagorno-Karabakh (September
2020).

» The latest clash between the Israeli
army and Hamas in the Gaza Strip
(May 2021).

Iran-Iraq War (1980-1988):

This was a prolonged military con-
flict between Iran and Iraq. Open
warfare began on 22 September 1980,
when the Iraqi armed forces invaded

western Iran along the two countries’
joint border, though Iraq claimed that
the war had begun earlier that month,
on September 4, when Iran shelled a
number of border posts. Fighting was
ended by a ceasefire in 1988, although
the resumption of normal diplomatic
relations and the withdrawal of troops
did not take place until the signing of a
formal peace agreement on 16 August
1990.

Background of UAYV use

This war can be considered the real
starting point of using UAVs in the re-
gion. During battles, the Iranian army,
with a lack of spare parts for its US-
made fighter jets, began to examine
the possibility of locally producing
UAVs for reconnaissance to avoid the
risks of using fighter jets. So, several
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universities and military factories re-
lated to Islamic Revolutionary Guard
Corps (IRGC) started in 1983 to devel-
op a UAV for this purpose. Quds Air
Industries and the Iran Aircraft Man-
ufacturing Company (HESA) were
among the most important centers
that worked on designing and manu-
facturing UAVs for surveillance and
reconnaissance missions Fig 1. In
1985, Quds Air Industries, following
the culmination of the Irag-Iran war,
began to produce a small model UAV
equipped with low resolution cam-
eras. These models managed to take
useful photos of Iraqi positions from
a distance of three kilometers. On the
heels of this success, the company be-
gan in the same year to produce Mo-
hajer-1, which can be categorized as a
single-engine tactical UAV.

Mohajer-1* Fig 2

Features

This UAV had a narrow cylindrical
fuselage, twin tail booms, and straight
wings mounted high and to the rear
of the body. It had a single engine in
a pusher configuration, and was guid-
ed by ailerons on the wings, an eleva-
tor on the horizontal stabilizer ,’and
rudders on the tail booms. This type
of UAV also had three fixed land-

ing gears for launch and recovery. It
could also be recovered by parachute.
The Mohajer-1 was about 8 feet long
and had a wingspan of about 10 feet.

The Mohajer-1 UAV carried a single
still camera, fitted with film that was
developed after the drone landed. It
was controlled by a hobby-class ra-
dio, which was easily jammed. Iran
attempted to turn this type in to an un-
manned combat air vehicle (UCAV)
by arming it with six RPG-7 rockets,
three under each wing, though this was
not very successful. The Mohajer-1’s
range is not definitively known, but
it was severely limited by the hobby-
ist radio link and lack of an autopilot
system, which meant that the aircraft
could only survey Iraqi positions when
operated from the Iranian front lines.
There are no details on the Moha-

jer-1's airspeed, endurance, or ceiling.
Mission Imperatives

Providing reconnaissance, surveil-
lance, and target acquisition (RSTA)
and performing indirect gunfire cor-
rection/support.

Examples of UAV achievements

The Mohajer-1 was operated by the
IRGC’s Raad Brigade and was used
to correct artillery fire and photograph
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Iraqi positions. The Mohajer-1's first
known use was in Operation Dawn-
8 in 1986 3 and it was also used in
Karbala 5 in 1987. The UAV photo-
graphed Iraqi lines and completed 619
sorties by the war’s end, taking 53,772
photographs in total, covering a 18,570
square-kilometer area between 1986
and 1988.

Gulf Wars
Background

After Iraqi president Saddam Hussein
ordered the invasion and occupation
of neighboring Kuwait in early Au-
gust 1990, the UN Security Council
demanded Iraq’s withdrawal from Ku-
wait, but to no avail. By mid-January
1991, the Gulf War began with a mas-
sive US-led air offensive known as
Operation Desert Storm. After 42 days
of relentless attacks by the allied coa-
lition in the air and on the ground, US
President George H.W. Bush declared
a ceasefire on 28 February.*After al-
most 13 years, on 20 March 2003, a co-
alition of countries, principally the US
and the UK, invaded Iraq, contending
that the Iraqi government, still headed
by Saddam, had developed or was in
the process of developing chemical
weapons and weapons of mass de-
struction. The Second Gulf War lasted

just three weeks and ended with Sadd-
am Hussein’s overthrow®.

In these two wars, separated by nearly
a decade, the utilization of UAVs on
the battlefield was part of the employ-
ment of so-called network-centric war-
fare NCW) , which is defined as an in-
formation-superiority enabled plan of
operations that generates accumulated
combat power. NCW aims to achieve
shared awareness by synchronic forc-
es, speed of command, faster tempo
of operations, larger lethality, more
survivability, and a degree of self-syn-
chronization by networking sensors,
decision makers, and shooters. Hav-
ing a better, near-real-time picture of
what is happening in the battlespace
reduces the level of uncertainty-the
gap between what a commander needs
to know and what he does know-in a
meaningful way. The networking of
surveyors that can perform numerous
missions such as intelligence, sur-
veillance, and reconnaissance in near
real time provides the basis for de-
veloping and leveraging information
superiority and battlespace aware-
ness. For instance, the time from tar-
get acquisition to release of weapons
(the sensor-to-shooter gap) was re-
duced from days or hours in the First
Gulf War to hours or minutes in 2003.
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The use of drones as surveyors has
great potential to transform the bat-
tlespace by ensuring tactical respon-
siveness and extending the sight and
reach of military power. A Preda-
tor UAV ground control station is
equipped with an electro-optical-in-
frared surveillance system, an ul-
tra-high frequency, and a voice relay
package.

The use of UAVs during the wars

The main role that UAVs performed
in these wars was ISR missions. This
role has since become a major choice
for field commanders. The main goal
of ISR missions is to obtain real-time
intelligence, which improves force ca-
pabilities. The biggest enhancement
seen in UAV use throughout this peri-
od was in command and control, data
processing, communications tech-
nology, image exploitation and pro-
cessing, enhancing on-board sensors
(precision, and weight), new platform
design, the invention of powerful pro-
pulsion systems, and extended UAV
endurance’.

UAY types used in this war

Four main UAV systems (RQ-2B Pi-
oneer, RQ-5Hunter, MQ-1B Predator
and RQ-Global Hawk) were used in
combat situations.

RQ-2B Pioneer’ Fig 3
Features

The Pioneer is both a shipborne and
land-based tactical, close-range UAV
that can perform a wide variety of
missions such as reconnaissance, sur-
veillance, target acquisition and bat-
tle-damage assessment and provide
commanders with real-time imagery
of the battlespace. It has a great degree
of cover as a result of its low radar
cross section, reduced silhouette, low
infrared signature, and remote-control

versatility.

Background

The RQ-2B Pioneer has been in the
service of the Navy, Marine Corps,
and Army since 1986. It performs
ISR missions for amphibious forces.
Launched by a rocket-assisted, pneu-
matic launcher, or from a runway, it
lands on a runway with arresting gear
after flying up to five hours with a
75-pound payload .

The UAV uses a C-band, line-of-sight
(LOS) data link to relay analog video in
real time. The Pioneer has performed
ISR missions since the Gulf War in
1991 and supported Marine forces in
Operation Iraqi Freedom (OIF).
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RQ-5A/MQ-5B Hunter ’
Fig 4

Features

The Hunter is a joint-tactical UAV
that is capable of performing ISR,
battle-damage-assessment, target-ac-
quisition, and battlefield observation
missions. The primary payload on the
RQ-5A is the multipurpose optical
stabilized payload (MOSP), which in-
cludes a camera and forward-looking
infrared (FLIR) to provide day and
night surveillance®.

Also, some Hunters are equipped with
new sensors such as a third-genera-
tion FLIR and a spotter for the day-
time TV camera. The other advanced
mission payloads that the Hunter can
carry include a laser designator, elec-
tronics-countermeasure payloads (i.e.
a communications warning receiver,
communications jammer, and radar
jammer), and a communications-relay
payload that extends VHF/UHF com-
munications beyond line of sight.

Background

The RQ-5A Hunter was originally a
joint Army-Navy-Marine Corps short-
range UAV that the Army intended
for division- and corps-level require-
ments. The program was initiated in

1989 and the first Hunter entered the
service in 1996. It was deployed to Iraq
in 2002. The MQ-5B Hunter dropped a
laser-guided bomb on a target in Iraq
in September 2007.

FQM-151 Pointer*
Features

This hand-launched system is a low-
cost reconnaissance UAV designed to
support battalion commanders or oth-
er users needing a short range ”eye in
the sky.” This aircraft is powered by
a 300-watt electric motor. The flight
control system consists of an uplink
which only allows a range of about 5-7
kilometers from the ground control
unit. It is made of composite materials
and 1s easily assembled from six parts
which are interchangeable with other
air vehicles. It currently carries a pay-
load of either a color TV camera, or
a black and white low-light-level TV
camera, which provide real-time, high

resolution video imagery*.
Background

The Pointer was designed by AeroVi-
ronment Incorporated, with company
funds, with the US Army and Marine
Corps obtaining a total of about 50 be-
ginning in 1990. The radio-controlled
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Pointer was built mostly of high-im-
pact Kevlar. Its first flight was in 1988,
and it was mainly designed to provide
over-hill surveillance.

MQ 1B Predator** Fig 5
Features

The MQ-1B Predator is a medium-al-
titude, long-endurance (MALE) UAV
which is employed as a theater asset
for ISR and target acquisition, even
though it is a hunter-killer for critical,
time-sensitive targets. A fully oper-
ational Predator system consists of
four aircraft, a ground-control station,
a primary satellite link, and approx-
imately 55 personnel for round-the-
clock operations. The aircraft can be
dismantled, and the ground-control
system can be transported in a C-130
transport aircraft.

The basic crew for the Predator is one
pilot and two sensor operators who
fly the aircraft via a line-of-sight data
link, or a satellite data link for beyond
line-of-sight flight. The aircraft is
equipped with a color nose camera, a
variable-aperture daytime TV camera,
a variable-aperture infrared camera
for low light and nighttime missions,
and a synthetic-aperture radar (SAR)
to look through smoke, clouds and

haze. The cameras produce motion
video while the SAR produces still-
frame radar images.

The MQ-1 Predator can employ two
laser-guided AGM-114 Hellfire anti-
tank missiles with the multispectral
targeting system (MTS).

Background

The Air Force MQ-1 Predator was one
of the initial advanced technologies in
1994 and transitioned to an Air Force
program in 1997. It has flown ISR mis-
sions in conflicts since 1995. It was
re-designated from RQ-1 to MQ-1 af-
ter gaining the ability to employ Hell-
fire antitank missiles in 2001. The Air
Force employs 12 Predator systems
stationed in three squadrons.

RQ-4 Global Hawk *Fig 6

Features

The RQ-4 Global Hawk is a high al-
titude, long-endurance (HALE) UAV
capable of precise targeting of weap-
ons and protection of forces through
superior surveillance. Cruising at very
high altitudes, the Global Hawk can
provide battlefield commanders and
decision makers with near real-time,
high-resolution ISR imagery. Global
Hawks carry both an EO/IR sensor and
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a SAR with MTI capability, allowing
day-and-night, all-weather reconnais-
sance. Sensor data is relayed over be-
yond-line-of-sight (BLOS) data links
to its mission-control element, which
distributes imagery to up to seven the-
ater exploitation systems.

Once mission parameters are pro-
grammed into the Global Hawk, the
UAV can autonomously taxi, take off,
fly, and remain on station-capturing
imagery before returning and landing
15, The navigation and sensor plans can
be changed during flight by the opera-
tor in GCS. The Global Hawk complet-
ed its first flight in February 1998, and
entered the service for OEF in Afghani-
stan after the terrorist attacks on 11 Sep-
tember 2001, and served in OIF in Iraq.

UAY efficacy in both Gulf
wars and role evaluation

The effectiveness of UAVs in both
wars was obvious, which grabbed the
attention of leaders on different levels
for their future in military operations.
During these wars, the UAVs showed
their strengths and weaknesses, which
gave a chance to learn from these les-
sons and make improvements.

First Gulf War

The first incorporation of UAVs in
this war was as a critical source of

intelligence at the tactical level, con-
ducting aerial patrols along the Sau-
di-Kuwait border. At least one UAV
was airborne at all times during Desert
Storm*.

Mission imperatives

The mission was to constantly pro-
vide highly valued, near-real-time re-
connaissance, surveillance, and target
acquisition (RSTA) and battle-damage
assessment (BDA). The UAVs also
performed direct and indirect gunfire
correction/support.

Operations proved that UAVs have
the potential to fill the gap between
manned platforms and satellite-recon-
naissance platforms®.

UAY mission achievements

The US Navy utilized UAVs to moni-
tor the Kuwaiti coastline and Iraqi na-
val facilities and search for mines. The
Pioneer’s ability to spot gunfire from
US battleships in real time increased
the accuracy of the big guns. The at-
tack on the Iraqi-held Kuwaiti airport
was another example of the utility of
Pioneer UAVs. During this encounter,
a real-time Pioneer UAV image indi-
cated a battalion of tanks poised on the
north end of the airfield for a counter-
attack. The Iraqi force was broken up
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by airborne and naval gunfire attacks
before it could strike the advancing
Marines”. In another instance, Iraqi
soldiers surrendered to a Marine Pio-

neer during battle in Kuwait.

The UAVs also detected numer-
ous Iraqi patrol boats, conducted a
successful strike on two high-speed
boats, and determined the location of
two Silkworm anti-ship missile sites,
320 ships, and antiaircraft artillery po-
sitions, as well as conducted pre- and
post-assault reconnaissance of Fay-
laka Island. As the war progressed,
Navy Pioneers sent back images of
surrendering Iraqi troops and the re-
treat of major armored units. They
also enabled the Army to eliminate
threats from enemy artillery to support
friendly forces in the field.

The Army’s Pioneers flew 155 hours
and 46 sorties, providing a quick-fire
link that allowed the targets they iden-
tified to be quickly engaged by other
systems. Army Pioneers also helped
tactical commanders to conduct situa-
tion development, targeting and BDA.
Marine UAVs flew 318 hours and 138
missions during Operation Desert
Shield and 185 missions and 662 hours
during Operation Desert Storm?®.

The Pioneer system appears to have
validated the operational employ-
ment of UAVs in combat. US forces
deployed 43 Pioneers to the combat
theater, flying 330 sorties and com-
pleting over a thousand flight hours.
During the conflict, the US Navy flew
the Pioneer for 213 hours and é4 sor-
ties from the USS battleships Missouri
and Wisconsin, conducting target se-
lection and naval-gunfire support.

Second Gulf War

Due to the complex and dynamic envi-
ronment in the operation theater, there
was need for better and faster intelli-
gence gathering. The advancements
achieved in communications enabled
the ideal usage of UAVs in this war.

Mission imperatives *

The UAVs’ main role was collecting
intelligence and providing time-criti-
cal targeting information via stream-
ing video to other weapon systems.

The Global Hawk was a showcase for
new concepts in time-sensitive targeting.
As a result, even though Global Hawks
flew only 5 percent of the OIF high-al-
titude missions, they accounted for 55
percent of the time-sensitive targeting
against enemy air-defense equipment®.
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On 8 March 2003, the AV-3 arrived
on the theater and was tasked with
three missions that technically fell
under Operation Southern Watch, the
enforcement of the no-fly zone over
southern Iraq. These missions became
part of the prewar air campaign that
helped strip away Iraq’s air defenses.
The UAV helped locate surface-to-
air missile set-ups and potential Scud
sites.

The Global Hawk played a pivot-
al role in coalition strikes on targets
such as the Republican Guard. Strike
planners could dispatch aircraft such
as the F-15E to conduct strike coor-
dination and reconnaissance (SCAR)
for designated target areas, known as
“kill boxes.” Three hours in advance
of an attack, it collected images for
fielded ground forces and Republican
Guard units.”*Typical AV radar image
showed military vehicles dug into a
field between a highway, buildings,
and a belt of trees. The Global Hawk
snapped photos and beamed images
back to the operation center analysts
in Nevada and to the in-theater oper-
ation center. The analysts scrutinized
the images and shared data through a
special, secure online chat room. At
the same time, they forwarded actu-
al imagery over the military’s Secret

Internet Protocol Router Network
(SIPRNET). Then, fighters in Iraq re-
ceived the target information by voice
from either an E-3 AWACS command
and control aircraft or directly via an
onboard data link.

The UAV also linked up with the
B-1B and B-2 bombers, providing a
“last-look™ assessment on whether a
bomber’s designated mean points of
impact (DMPIs) still contained Iraqi
tanks and artillery. If not, the bomber
could hold its bombs for use against
unplanned targets.

Similar tactics worked with F-16CJ
fighters. The fighters, flying missions
to suppress the last remnants of Iraqi
air defenses in the north, would car-
ry mixed loads of weapons-Joint Di-
rect Attack Munitions, Joint Standoff
Weapons, Wind-Corrected Munitions
Dispensers, and High-speed Anti-Ra-
diation Missiles. The Global Hawk
was sent through earlier to spot like-
ly targets-a process that made the air
war more efficient. Transferring from
other platforms, the UAV would lo-
cate and capture images of suspect-
ed air defense sites and then pass the
information back through Nevada
to the combined air operation center
(CAOCQ), then contacted the F-16CJs
on VHF radio to notify them of the
targets.
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Global Hawk mission achieve-
ments

The RQ-4 aircraft snapped 3,655 im-
ages using all sensors (radar, infrared,
and electro-optical). In 16 missions, it
is indicated that Global Hawks located
13 surface-to-air (SAM) missile batter-
ies, 50 SAM launchers, over 70 SAM
transport vehicles and over 300 tanks
and other key targets in mission area®.
They also supported in the hunt for
Scuds and helped keep track of Iraqi
forces and over 300 SAM canisters.

UAY limitations
Pioneer UAV

The RQ-2A/Pioneer achieved less-
than-desired reliability metrics. Ac-
cording to the analyses, this could be
due to several factors, including that it
was an Israeli platform purchased as a
non-developmental system in an ac-
celerated procurement. In operation,
the users quickly identified several
deficiencies that compromised reli-
ability.

They do not have an automatic takeoff,
landing, or mission-execution capa-
bility, which has led to a high accident
rate; shipboard electromagnetic inter-
ference caused several crashes. Also,
the engines were thought to be too

small for the platform and easily over-
stressed. In addition to a more reliable
engine, Marine Corps users found that
the system needed a smaller logistical
footprint and longer endurance.

Hunter UAV

The high mishap rate of the early
Hunter is comparable to that of ear-
ly Pioneers, and this can be largely
attributed to poor Israeli practices in
UAV production in the 1980s.

The Predator UCAV

Weather conditions are the primary
limitation and concern in Predator op-
erations. The Predator is not certified
by the US Air Force to operate in in-
strument conditions (IMC) under in-
strument flight rules (IFR). In addition
to IMC constraints, there are limita-
tions in terms of launch and recovery
under visual flight rules. For example,
the Predator UAV cannot be launched
in adverse weather with visible mois-
ture such as rain, snow, ice, frost, or
fog and the crosswind limitations for
takeoff and landing are 17 knots.

The Predator is vulnerable to threats
because of its operating envelope. The
MAE UAV’s concept of operations in-
cludes operating at altitudes no greater
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than 25,000 feet mean sea level (MSL),
at airspeeds of 60-110 knots; 15,000
feet and 85 knots are the nominal al-
titude and airspeed. Additionally, the
EO and IR sensors provide enhanced
resolution at lower altitudes (5,000 feet
versus 15,000 feet MSL). The threat
to the Predator in this environment
is broad: radiofrequency and infra-
red-guided surface to-air missiles; an-
tiaircraft artillery; and second-, third-,
and fourth generation combat aircraft
equipped with air-to-air missiles,

guns, and rockets.

Operating at an altitude of 5,000 feet
could find it in the threat envelope
of the less-sophisticated, visually ac-
quired AAA and man-portable SAM
systems. Although the Predator was
not specifically designed to meet low
signature requirements, its relatively
small size, composite materials, and
shape enhance its slow signature. It
does not contain an onboard EA sys-
tem. Depending on its operating alti-
tude for a given mission, it will be nec-
essary to operate either in a standoff
role or overfly target territory outside
known engagement envelopes to de-

feathostile SAM and aircraft systems®.

Azerbaijani-Armenian war in
Nagorno-Karabakh

Background

The Nagorno-Karabakh conflict is
an ethnic and territorial conflict be-
tween Armenia and Azerbaijan over
the disputed region of Nagorno-Kara-
bakh and seven surrounding districts.
In 1988, the regional legislature in
Nagorno-Karabakh voted in favor of
joining the Armenian Soviet Socialist
Republic, a move that found little sup-
port in Moscow. Following the 1991
dissolution of the Soviet Union, Ar-
menian separatists backed by Armenia
took over control of large parts of Na-
gorno-Karabakh, home to a significant
Azerbaijani minority, as well as seven
adjacent Azerbaijani districts. This
area saw many battles between the two
countries, and the latest was between
July and September 2020, when Azer-
baijan stormed Nagorno-Karabakh.

In this conflict, UAVs played a major
and undeniable role, destroying large
numbers of Armenian ground-based
assets and degrading the Armenian
force’s ability to continue to fight. The
Azerbaijani army used high numbers
of UAVs of different types during the
11-day battle”.
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UAYVs used in conflict

The Azerbaijani army has 11 different
types of unmanned air systems, some
of them (Heron TP, Hermes 450, Her-
mes 900 and Aerostar) are ISR specif-
ic models, while others (Harop, Sky
Striker, Orbiter-1K, Orbiter-3) are ex-
plosive-carrying loitering munitions.
Additionally, reports indicate that the
Azerbaijani military has converted
a number of obsolete AN-2 biplanes
into UAVs. In September 2020, the
Azerbaijani army depended on four
main types of unmanned air systems®*:

1. Bayraktar-TB2: UCAYV, which
was the main type used by Azer-
baijani army battles.

2. Orbiter-1K: Loitering munitions.
3. Harop: Loitering munitions.

4. Antonov An-2: Modified single
engine biplane into a decoy.

Bayraktar TB2 Fig 7
Background

The Bayraktar TB2 is a UCAV de-
veloped and manufactured by Turk-
ish-company Baykar. It can conduct
ISR¥and armed attack missions, as
well as assault missions using its la-
ser-guided missiles. It is fitted with
imaging and targeting sensor systems,

or Multi Mode AESA Radar, and has
an onboard avionic suite with a triple
redundant avionic system enabling a
fully autonomous taxiing, take-off,
landing, and cruise.

Features *

Communication Range: 150 to 300
km - Take-off and Landing: (Auto-
matic (- Maximum Speed: 70 - 120
knots - Max Takeoftf Weight: 700

kg - Maximum Altitude: 18,000 feet
to 27,000 feet - Endurance: Up to 27
hours - Payload Capacity: 150 km

- Wingspan: 12m - Height: 2.2m -
Length: 6.5m - Range: 150 km - Fuel
Capacity: 300 liters/gasoline - Thrust:
100 hp internal combustion injection
engine.

Armaments

It has four hard points for laser-guid-
ed smart munitions, with provisions
to carry combinations of L-UMTAS
long range anti-tank missile system;
MAM-C and MAM-L precision-guid-
ed munition; Cirit 70 mm missile
system; and TOGAN air-to-surface
launched 81 mm mortar munitions®.

Mission Imperative

During the Nagorno-Karabakh bat-
tles, in addition to the targeting mis-
sions, the UCAV Bayraktar was used
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in several missions, including correct-
ing artillery fire and providing ISR in
real-time. Besides the Bayraktar, the
TB2 loitered near the most important
air defenses sites, especially S-300 sys-
tems, in order to assess the damages
made by the loitering munitions . The
most important role of these UCAVs
was purely offensive, as they used
MAM-L laser-guided anti-armor mis-
siles against Armenian air defenses,
especially the Russian-made self-pro-
pelled systems Osa and Strela 10, and
targeted Armenian armored divisions,
especially T-72 tanks and APCs*.

Bayraktar accomplishments

The Azerbaijani Bayraktar UCAVs
disabled a huge number of Armenian
tanks, fighting vehicles, artillery units,
and air defenses. Their penetration of
Nagorno-Karabakh’s deep rear also
weakened Armenian supply lines and
logistics, facilitating later Azerbaijani
success in battle*. Bayraktar UCAVs
alone destroyed 89 T-72 tanks, 29 ar-
mored vehicles, 131 artillery pieces,
61 rocket launchers, 143 trucks, nine
radar systems and 15 SAM systems at
the loss of just two Bayraktar UCAVs.

Azerbaijan has also used the TB2’s
high-definition cameras to produce
propaganda videos. Videos showcas-

ing attacks on Armenian fighters and
equipment were posted online and
broadcast on digital billboards®.

What is interesting in the use of this
type of UCAV is that it worked as
part of a larger plan, where three oth-
er UAVs were used, in order to deter-
mine the locations of the Armenian air
defense outposts and suppress them
with precision. Two of these three
UAV types were loitering munitions.

Orbiter 1K Fig 8

The first one was the Israeli-made loi-
tering munitions Orbiter-1K*, which
targeted hostile artillery and tanks,
and one of these munitions appeared
in surveillance footage taken by a
Bayraktar UCAV. Between 2016 and
2019, the Azerbaijani army received
100 loitering munitions of this type,
and later manufactured it locally un-
der the name Zerba. Each of this type
carries between 1 and 2 kilograms of
explosives and were used to target
munitions transport trucks and shells
attached to field artillery positions.

Harop Fig 9
The Azerbaijani army also used the
Israeli-made loitering munitions Ha-
rop, the first batch of which was re-
ceived in 2015 and 2016. This type was
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used by the Azerbaijani army in Na-
gorno-Karabakh during the April 2016
battles . This type is distinguished
from other Israeli-made loitering mu-
nitions with its large load of explo-
sives, estimated at 23kg, and a greater
flight range of up to 1,000 km. This
type also has the ability to fly contin-
uously for nine hours and to perform
attacks at any angle, with high speeds
of up to 417 kmvh. It was used to de-
stroy buses of Armenian soldiers be-
ing transported to the frontline during
the battles, as well as Armenian com-
mand posts®.

The deadliest thing about Harop is its
very small radar cross-section (RCS)*.
Harop’s RCS is a mere 0.5 m2, which
is considered very small, so it was very
difficult for Armenia’s air defenses to
detect it, as these defenses consisted
of obsolete Soviet-era systems like the
2K11 Krug, 9K33 Osa, 2K12 Kub, and
9K 35 Strela-10.

AN 2 biplanes Fig 10

The last UAVs used by Azerbaijan
in this war was the the old Soviet-era
AN-2 biplanes, which were converted
to UAVs*. The AN-2, which has been
in the service of a multitude of nations
since 1946, 1s a light aircraft intended
to serve in many roles. But militarily

is used for light transport and para-
troopers. In 2020, it appears a new
self-destructive role has been found
for the dozens of AN-2s still with the
Azerbaijan Air Force *.

During the battles, the Azerbaijani
air force used nearly 11 planes of this
type as unmanned bait to reveal the
locations of Armenia’s air defense
systems, and then target it them with
UCAVs. This tactic required a pilot to
take off with the plane, then evacuate
by parachute after directing the vehi-
cle towards Armenian lines. This type
of aircraft also had the ability to act
as a UCAYV, but did not play that role
during this war * .

Israeli Military Operations in
Gaza

Background

For 11 days in May 2021, an asymmet-
ric clash raged between the Israeli De-
fense Force (IDF) and Hamas, the Pal-
estinian militant group that governs
the Gaza Strip. Both sides used UAVs
during this clash. For the IDF, the
main tactical purpose for using UAVs
was to destroy Hamas’ mobile rocket
launchers, mortars, and anti-tank mis-
sile teams. These are fleeting targets
of opportunity detected by surveil-
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lance assets, either while setting up to
fire or more often, due to the effective
use of overhead cover, after revealing
their positions by firing.

UAVs used by Israel

The IDF used two main types of UAVs
during this battle, the Hermes 450 tac-
tical UAS and the Hermes 900 MALE
UAS*®.

Hermes 450 Fig 11
Background

The Hermes 450 is a multi-role
high-performance tactical UAS *. As
the primary platform of the IDF in
counter-terror operations, it incorpo-
rates cutting edge payloads with se-
lected dual-payload configurations.
Choice of payloads includes EO/IR/
Laser, SAR/GMTI and MPR, CO-
MINT/COMMIJAM, ELINT, hy-
per-spectral systems, large area scan-
ning systems and other payloads.

Features: Take-off weight: 550 kg -
Max payload: 180 kg - Service ceil-
ing: 18,000 ft. - Maximum speed: 176
km/h - Cruise speed: 130 km/h - Stall
speed: 78 km/h - Range: 300 km - En-
durance: 17 hours - Rate of climb:

4.6 m/s - Max mission radius: 200 km
- Length: 6.1 m - Wingspan: 10.5 m -
Fuel capacity: 105 kg.

Hermes 900 Fig 16
Background:

The Hermes 900 is a medium-size,
multi-payload,medium-altitude
long-endurance UAV * designed for

tactical missions.

Payload options include standard
and long-range EO/IR/laser, SAR /
GMTI & MPR, COMINT/DF, CO-
MINT GSM, COMMJAM, ELINT,
EW, hyperspectral systems, large area
scanning systems, wide area persistent
surveillance and other payloads. It
can also be utilized for ground sup-
port and maritime patrol missions, as
well as for integrated multi-platform,
multi-sensor operations. The Hermes
900 can perform two concurrent mis-
sions from the same GCS using two

ground data terminals (GDT).

Features

Capacity: 350 kg - Length: 8.3 m -
Wingspan: 15 m - Gross weight: 1,100
kg - Maximum speed: 220 km/h -
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Cruise speed: 112 km/h - Endurance:
36 hours - Service ceiling: 9,100 m —
Take-off Weight: 1,180 kg.

Other Drones:
The IDF used flocks of small UAVs

over Gaza to spot rocket launches and
attack those sites. This was part of a
bigger effort to develop new methods
of locating launch pads. For the first
time, the IDF’s artificial intelligence
capabilities were brought to bear on
the issue, helping human analysts in-
terpret a vast amount of satellite and
aerial surveillance imagery to locate
the launch pads, some of which were
built to be used multiple times. In one
use of artificial intelligence, the Israeli
military deployed small flocks of quad
copter drones over the southern Gaza
Strip, with each device monitoring a
specific patch of land *, and when a
rocket or mortar launch was detected,
other armed aircraft or ground-based

units attacked the source of the fire.
Mission Imperative for the
Israeli side

Spotting rocket launcher and launch-

ing pads used by Hamas.

UAY used by Hamas
Zwari UAV - Fig 12

As for Hamas, it also used two types
of UAVs during battles, one of which
was a surveillance UAV, while the
other one was loitering munitions. The
Qassam Bridges — the military wing
of Hamas — used a small UAV called
Zwari to reconnaissance the sites sur-
rounding Gaza and monitor the move-
ments of the Israeli army’s armored
vehicles. This gave rocket and mortar
crews, as well as drone operators, up-

to-date coordinates of current threats.
Shehab Fig 13

This type of loitering munitions ap-
peared for the first time during this
battle. It was very similar to the Irani-
an-made loitering munitions Ababeel
and its Yemeni version Qasef. The
Qassam Brigades used this type to at-
tack the sites of Israeli military units in
the settlements of Sdot Nahif, Sha’ar
Haneef and Eshkol around Gaza. Be-
sides that, it performed a successful
attack on a chemical factory in the set-

tlement of Nir Oz.

UAV/Drones: History, Operations, and Future



74

Figures

Figure 1

Iranian Drone

Figure 2

Mohajer-1 UAV

Figure 3

Pioneer

Israel built the Pioneer UAV in the late
1980s and the U.S. miltary acquired
more than 20 of them, which became
the first small, inexpensive UAVs in the
modem American military forces. The
rocket-boosted Pioneer takes off from a
makeshift runway or carrier flight decks.
The Pioneer can operate up to 5 hours
with a 75-pound (34 kg) payload. It fies
with a gimbaled EQ/IR sensor, relaying
analog video in real time via a C-band
line-of-sight (LOS) data link. Since
1991, Pioneer has flown recon missions
during the Persian Gulf, Somalia
(UNQSOM Il), Bosnia, Kosovo and Iraq
conflicts. During the Gulf War, they flew
a total of 533 sorties

RQ-2B Pioneer UAV

Figure 4

[(Es)| Hunter TUAV

Today’s Workhorse
ission: Division and Corps Level reconnaissance, surveillance, target
on, and battle damage assessment

Characteristics/Description:
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Weight 1600 Lbs
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Attuge 15000Ft
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Polk, Training Base (Fort Huachuca), IBCT #1 (Fort Lewis)
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Figure 5

Spy in the sky
San Diego's General Atomics revolutionized modern warfare by developing Predator, a remotely operated
unmanned aerial system, or drone, capable of staying in the sky for hours, conducting surveillance and

reconnaissance and sharing live videos with other parties. The plane also was fitted with Hellfire missiles.

Predator was succeeded by a larger, more robust drone known as Reaper.

MQ-1B Predator

Powerplant: 1 = Rotax 814F
turbocharged four-cylinder
engine, 115 hp (86 k)

Satellite data-link
antenna

Specifications

Length: 27 ft.

Wingspan: 487 ft.

Height: 6.9 ft.

Wing area: 123.3 sq. ft.

Empty weight: 1,130 Ibs.
Loaded weight; 2,250 |bs.
Max, takeoff weight: 2,250 Ibs,

Performance

Maximum speed: 135 mph
Cruise speed: 81-103 mph
Range: 675 miles
Endurance: 24 hours
Maximum altitude: 25,000 fi.

MICHELLE GUERRERO U-T

High-definition TV Line-cf-sight )
and infared cameras antenna Hellfire missiles sht
Sources: General Atomics; U.S. Air Force
MQ 1B Predator UAV

Figure 6

Empty weight: 8 490 Ib (3,851 kg)
Gross weight: 22 900 Ib (10 387 ka)
Powerplant: 1 x Allison Rolls-Royce
AE3007H turbofan engine, 7.050 Ibf
{31 4 KN) thrust

RQ-4 Global Hawk

The Northrop Grumman RQ-4 Global
Hawk is a surveillance aircraft,

Similar in role to the manned Lockheed
TR-1 spy plane. The Global Hawk can
collect high resolution Synthetic
Aperture Radar (SAR) and Electro-
Optical/Infrared (EO/IR) sensor imagery
at long range with long loiter times over
target areas. The Global Hawk costs
about $35 million USD (actual per-
aircraft costs; with development costs
also included, the per-aircraft cost rises
to $123.2 million USD each). The GH
has a 116-foot wingspan, can sustain
flight operations for up to 32 hours,
allowing it to fly autonomously, collect
and transmit surveillance data at 65,000
feet, and then return to its base without

Performance

Cruise speed: 404 mph (351 kn; 650 km/h)

Endurance: 36 hours 2

Service ceiling: 65000 ft (19812 m) refueling.
RQ-4 Global Hawk UAV
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Figure 7

Bayraktar TB2 UAV Orbiter 1K

Figure 9 Figure 10

Harop AN 2 biplanes
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Figure 11

Hermes 450

Figure 12

7

Zawari UAV

Shehab UAV
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The future development of
unmanned aircraft systems

Unmanned air systems have been developed rapidly over the past two decades,
which makes it necessary to explore the expected paths of this development in

the upcoming future.

Military UAYV technology
(air superiority, autonomy,
teaming and swarms)

The military use of drones has become
the primary way this technology is uti-
lized in today’s world. Whether they
are used as target decoys, for combat
missions, research and development, or
surveillance, drones have become part
and parcel of military forces worldwide.
According to data from Globe News-
wire, the size of the global military
drone marketis projectedtoreach $23.78
billion by 2027. A single US Predator
drone costs approximately $4 million.

Unmanned aerial vehicles (UAVs)
will continue to be used in various
military operations due to their high
convenience in reducing losses and

enabling the execution of high-profile
and time-sensitive missions. There
are various ways to develop UAVs to
serve important functions:

Air superiority

Current military drones play no role in
securing air superiority, as they would
need significant upgrades like radar
and a wider field of view for pilots
to allow for dogfighting, complex air
maneuvers, and air-to-air targeting.
The latter can be attained due to easier
target discrimination in the air com-
pared to ground targets.

Autonomy

The use of fully autonomous or
semi-autonomous UAYV for lethal mis-
sion is a possible future trend in UAV
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innovation, although it is unlikely to
happen in the near future due to many
issues, mainly ethical considerations.
UAVs are pre-programmed to carry
out specific tasks, though these tasks
are still supervised by human operators
who provide subjective decision-mak-
ing in some operational situations.

Teaming and swarms

Funding for research into drone-relat-
ed autonomy, human-machine team-
ing, and swarms was roughly $865.9
million in the US FY 2019 request, up
from $833.8 million in the FY 2018 re-
quest, and $549 million in the FY 2017
appropriated budget. (This category
only covers stand-alone projects in
this field and does not include funding
for autonomy research embedded in
other unmanned systems projects.) A
US Army program to field advanced
manned-unmanned teaming tech-
nologies increased from $6.4 million
to $18.9 million in FY 2019. While
the Army been working on teaming
for several years, the reason for this
increase is that manned-unmanned
teaming is a requirement for the Ar-
my’s Future Vertical Lift program,
a manned tilt-rotor project. Also, the
Office of the Secretary Defense (OSD)
has increased funding for Project Ma-
ven from $60 million in 2018 to ap-
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proximately $109 million in FY 2019.
Maven uses commercial artificial in-
telligence technology to identify and
track objects in drone video, reducing
the burden on human analysts, applies
machine learning algorithms to vehicle
sensors to reduce operator workload.

As more and more countries have
realized the game-changing poten-
tial of drone swarm'technology, i.e.,
increasing the survivability of more
expensive equipment and increasing
the overall efficiency of operations,
militaries around the world have start-
ed a race by heavily investing in the
development of drone swarms . At-
taining enough UAVs would enable
the creation of swarms, where a group
of RPAs fly cooperatively via ad-
vanced algorithm software, targeting
air defense dispersing enemy defense
capabilities. This can be achieved by
employing inexpensive RPAs as ka-
mikaze. They can be very useful in
lethal missions or can act as decoys to
absorb surface-to-air missiles’.

UK SME Blue Bear and Callen Lenz
have demonstrated electronic war-
fare jamming technology that uses
remotely controlled swarms of Brite-
Cloud-equipped drones, which aim
to confuse and overwhelm simulated
ground-based enemy air defense ra-

dars by building strategic redundancy’.
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The semi-autonomous “loyal wing-
man drones” are a part of the Light-
weight Affordable Novel Combat
Aircraft (LANCA) program®. The
LANCA is planned to be deployed
alongside conventional aircraft like
the F-35 Typhoon to “increase capabil-
ity, protection, [and] survivability” of
manned aircrafts and could potentially
“even provide an uncrewed combat air
‘fleet’ in the future™.

Not only is the US seeking to possess
this drone technology, but China has
also been pursuing drone swarm capa-
bilities for offensive missions. In Oc-
tober 2020, the state-owned company
China Electronics Technology Group
(CETC) released a video showing a test-
launch of a “barrage swarm” of “48 ka-
mikaze drones carrying high explosive
warheads, potentially powerful enough
to destroy tanks and other armor’™.

Other developments include integrat-
ing UAVs in the national airspace by
developing detect and avoid systems,
increasing the ability of UAVs to op-
erate in the same airspace as manned
aircrafts. This will eliminate a lot of
UAV command and control errors,
avoiding mid-air collisions and in-
creasing UAV usage in coast guard,
border guard, and local law enforce-
ment operations.

Commercial UAYV technology

Commercial use of drones is gaining
steady momentum and has become the
talk of the hour, as multiple industries
are using drones as part of their regu-
lar business functions. The market size
of drone services is expected to grow
from $4.4 billion in 2018 to $63.6 bil-
lion by 2025, and Insider Intelligence
predicts consumer drone shipments
will hit 29 million by the end of 2021.
The commercial drone industry®is still
young, but it has begun to see some
consolidation and major investments
from industrial corporations, chip
companies, IT consulting firms, and
major defense contractors, especially
in the US, EU, and Asia.

Personal drone technology economy

As sales of the civilian drones rise,
the safety concerns surrounding them
among regulators and law enforce-
ment agencies also tend to go up.
Drone sales are expected to exceed
$12 billion in 2021, much of which will
come from the sale of personal drones
for filmmaking, recording, still pho-
tography and gaming. Consumers are
expected to spend $17 billion on drones
over the next few years. Drones come
in all shapes and sizes, from small and
inexpensive single-rotor devices to
large, $1,000+ quadcopters with GPS,
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multiple camera arrays, and first-per-
son control. These are primarily aimed
at hobbyists.

Future generations of commercial
drone technology

Drone technology is constantly evolv-
ing. For example, an Amazon Services
affiliate advertising program operates
with several generations of drones,
most of them in the fifth and sixth gen-
erations’. Here is the breakdown of the
technology generations:

¢ Generation 1: Basic remote-con-
trol aircraft.

* Generation 2: Static design, fixed
camera mount for video recording
and still photos, manual piloting.

* Generation 3: Static design, two-ax-
is gimbals, HD video, basic safety
models, assisted piloting.

* Generationd: Transformative
designs, three-axis gimbals,
1080P HD video or higher-value
instrumentation, improved safety
modes, autopilot.

* Generation5: Transformative de-
signs, 360° gimbals, 4K video or
higher-value instrumentation, in-
telligent piloting modes.
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* Generation 6: Commercial suit-
ability, safety and regulatory stan-
dard-based design, platform and
payload adaptability, automated
safety modes, intelligent piloting
models and full autonomy, air-

Spacc awarencss.

* Generation 7: Complete com-
mercial suitability, fully compli-
ant safety and regulatory stan-
dard-based design, platform and
payload interchangeability, au-
tomated safety modes, enhanced
intelligent piloting models and full
autonomy, full airspace aware-
ness, auto action (takeoff, landing,
and mission execution).

The next generation of drones, Gener-
ation 7, is already underway, as 3DRo-
botics has announced the world’s first
all-in-one smart drone called Solo.
Smart drones with built-in safeguards
and compliance tech, smart accurate
sensors, and self-monitoring are the
next big revolution in drone technol-
ogy that would provide new opportu-
nities in transport, military, logistics,
and the commercial sector'®. As these
technologies continue to evolve and
grow, drones will become safer and
more dependable.

UAV/Drones: History, Operations, and Future
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Figures

Figure 1

L6+~ |

Walmart using drones as means of delivery

Figure 2

SMART BATTERY PIXHAWK 2
WITH LED INDICATOR FLIGHT
CONTROLLER

| 880 KV MOTORS

SELF-TIGHTENING
GLASS-FORTIFIED

LED LIGHTS FOR NYLON PROPS

DIRECTIONAL
AWARENESS

.| ACCESSORY
BAY

ONBOARD 1 GHZ |
COMPUTER

LIVE HD VIDEO TO | e I ;?AxéifOLO
YOUR MOBILE DEVICE

Drone "Solo"

WECSS

Ay a iyl Ciluhallg Al syaaall jyall
EGYPTIAN CENTER FOR STRATEGIC STUDIES.



85

References

|

1. Drone Swarms — A Future Threat to Armed Forces? https://finabel.org/drone-swarms-a-future-threat-to-armed-forces/

2. Michel Folwer, the future of unmanned aerial vehicles, US air force academy, November 2014.

3.  Defense World “Leonardo, RAF Demo Massive Electronic Attack Using Drone Swarms”, Defense World, October 7, 2020
https://www.defenseworld.net/news/28022#.X8RB_i337s1.

4.  Trevithick, J. “RAF Tests Swarm Loaded With BriteCloud Electronic Warfare Decoys to Overwhelm Air Defenses”,
The Drive, October 8,2020
https://www.thedrive.com/the-war-zone/36950/raf-tests-swarm-loaded-with-britecloud-electronic-warfare-de-
coys-to-overwhelm-air-defenses

5.  Royal Air Force. “Team Tempest: LANCA”,2020
https://www.raf. mod.uk/what-we-do/team-tempest/lanca/ .

6.  Hambling, D. “China Releases Video of New Barrage Swarm Drone Launcher”, The Forbes, October 14, 2020
https://www.forbes.com/sites/davidhambling/2020/10/14/china-releases-video-of-new-barrage-swarm-drone-
launcher/?sh=b6ed2082ad7f

7.  Drone technology uses and applications for commercial, industrial and military drones in 2021 and the future
https://www.businessinsider.com/drone-technology-uses-applications

8.  https://www.businessinsider.com/drone-industry-analysis-market-trends-growth-forecasts

9.  https://www.airdronecraze.com/drone-tech/

10. https://3drobotics.com/products/hardware/

UAV/Drones: History, Operations, and Future



86

Conclusion

There is no doubt that recent technological advancement has increased the mili-
tary value of UAVs. Drones have proven their capability in intelligence gathering
and providing high-resolution data. UAVs can be employed in an unpredictable
manner, can focus on a target area, and, depending on the system, can fly over an
area of interest or target for extended periods. They have shortened the process
of searching, locating, identifying, and destroying target. Another key reason for
UAVs’ mission success is that their elevated flight altitudes and slow speed make
them difficult for common enemy sensors to detect or recognize. UAVs offer ad-
vantages over manned aircraft in that they are more cost-effective, have numerous
applications, and do not put the lives of personnel at risk. Drone technology has
also proven useful for civilian purposes in various fields like archaeology, wildlife
observation, and firefighting and rescue missions. In short, the usefulness of UAV's
to modern, sophisticated militaries as well as to civilian entities cannot be ignored.
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LIST OF ABBREVIATIONS

A/A

AAA

ACDT

ACN

AEW

AIM

AJCN

AOR

ARM

ATARS

ATC

ATOLS

ATR

AWACS

BAMS

BDA

BLOS

C2

C3l

Cql

Air to air

Antiaircraft artillery

Advanced-concept technology demonstrations
Airborne-communication node

Airborne early warning

Air-intercept missile

Adaptive, joint, C4ISR node

Area of responsibility

Anti-radiation missile

Advanced, tactical, airborne-reconnaissance system
Air-traffic control; automatic target cueing
Automatic takeoff and landing system

Automatic target recognition

Airborne warning-and-control system

Broad-area maritime surveillance

Battle-damage assessment

Beyond line of sight

Command and control

Command, control, communications and intelligence

Command, control, communications, computer, and intelligence

UAV/Drones: History, Operations, and Future



88

CAOC Combined aerospace operations center
CCDh Charge-coupled device; camouflage, concealment, and denial;

coherent-change detection

CDL Common data link

CFACC Combined forces, air-component commander
CMD Cruise-missile defense

CN Counter-narcotics

CNC Computer numerical control

COMINT Communications intelligence
CONOPS Concept of operations

CONUS Continental United States

COTS Commercial, off-the-shelf
CR Close range
CSAR Combat search and rescue

CW/BW Chemical warfare, biological warfare
CWMD Counter- weapons of mass destruction

DARPA Defense Advanced Research Projects Agency

DE Directed energy

DEAD Destruction of enemy air defense
DoD Department of Defense

DTED Digital terrain-elevation data

EA Electronic attack

ECCM Electronic counter-countermeasures
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ELINT

EMD

EMP

EO

ESA

ESM

EW

F2T2EA

FLIR

FOPEN

GCC

GCS

GDT

GMTI

GPS

GSE

GWOT

HAE

HAZMAT

HFE

HPM

I3

IADS
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Electronic intelligence

Engineering and manufacturing development
Electromagnetic pulse
Electro-optical

Electronically scanned array
Electronic support measures
Electronic warfare

Find, fix, track, target, engage, and assess
Forward-looking infrared

Foliage penetrating

Global command-and-control system
Ground-control station

Ground data terminal

Ground moving-target indication
Global-positioning system
Ground-support equipment

Global war on terrorism
High-altitude endurance

Hazardous material

Heavy-fuel engines

High-power microwave

Integrated intelligence and imagery

Integrated air-defense systems
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TIAI

ICBM

IFR

IMC

IMINT

IR

IRST

ISAR

ISR

ISS

IUP

JDAM

JITC

JOTBS

JSTARS

JTF

J-UCAS

LADAR

LD

LIDAR

LOS

LRE

LRF

Israeli Aircraft Industries
Intercontinental ballistic missile
Instrument flight rules

Instrument meteorological conditions
Imagery intelligence

Infrared

Infrared search and track

Inverse synthetic-aperture radar
Intelligence, surveillance, reconnaissance
Integrated sensor suite

Israeli UAV Partnership

Joint direct-attack munition

Joint Interoperability Test Command
Joint operational test-bed system
Joint surveillance and target-attack radar system
Joint task force

Joint unmanned combat air systems
Laser detection and ranging

Laser designation

Light detection and ranging

Line of sight

Launch-and-recovery element

Laser rangefinder
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MAE

MAGTF

MALE

MASINT

MCE

METOC

MIAG

MMH/FH

MOSP

MPEG

MPR

MP-RTIP

MR

MSL

MTBF

MTI

MTS

MWIR

NATO

NBC

NCA

NCW

NIIRS

Medium-altitude endurance

Marine air—ground task force

Medium altitude, long endurance
Measurement and signature intelligence
Mission-control element

Meteorology and oceanography
Modular Integrated Avionics Group
Maintenance man-hours per flight hour
Multipurpose optical, stabilized payload
Motion Picture Experts Group

Maritime-patrol radar

Multi-platform, radar-technology insertion program

Mishap rate

Mean Sea level

Mean time between failure
Moving target indicator
Multi-spectral targeting system
Mid-wave infrared

North Atlantic Treaty Organization
Nuclear, biological, chemical
National Command Authority

Network-centric warfare

National imagery-interpretability rating scale
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NRT

OEF

OIF

ooTWw

OSD

OTH

0&S

PAT

RF

ROE

RPV

RSTA

RT

RTB

RVT

SA

SAB

SAM

SAR

SATCOM

SEAD

SFC

SIGINT

Near-real time

Operation Enduring Freedom
Operation Iraqi Freedom
Operations other than war

Office of the secretary of defense
Over the horizon

Operations and support

Pointing, acquisition, and tracking
Radio frequency

Rules of engagement

Remotely piloted vehicle
Reconnaissance surveillance and target acquisition
Real time

Return to base

Remote video terminal
Situational awareness; surface to air

Scientific advisory board
Surface- to-air missile

Synthetic aperture radar

Satellite communication
Suppression of enemy air defenses
Specific fuel consumption

Signal intelligence
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SIPRNET
SYERS
TAF
TAI
TAMD
TARPS
TEI
TEL
TESAR
TIES
TMD
TST
TUAF
UA
UAS
UAV
UCAV
UCN
UGS
UHF
U.S.
WAS

WMD

Secret Internet Protocol Router Network
Senior Year Electro-optical Reconnaissance System
Turkish armed forces
Turkish Aerospace Industries
Theater air-missile defense
Tactical air-reconnaissance pod system
Tusas Engine Industries
Transporter erector launcher

Tactical, endurance, synthetic-aperture radar
Transportable image-exploitation system
Theater missile defense
Time-sensitive target
Turkish air force
Unmanned aircraft
Unmanned-aircraft systems
Unmanned, aerial vehicle
Unmanned, combat, acrial vehicle
UAYV communications node
Unattended ground sensor
Ultra-high frequency
United States

Wide-area search

Weapons of mass destruction
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ayayihiwyl cilulally jSall syaall 3yall
EGYPTIAN CENTER FOR STRATEGIC STUDIES

The Egyptian Center for Strategic Studies (ECSS), established in 2018 as an independent think tank,
seeks to introduce different perspectives and alternatives regarding strategic shifts taking place
on the national, regional and international levels. The ECSS is particularly focused on incidents
important to national security and Egyptian interests.
The ECSS targets decision-makers, by providing choices and alternatives when dealing with domestic,
regional and international challenges, as well as researchers and experts specialized in the political,
economic, social, and security fields, in Egypt and abroad. Through its wide array of services, the
ECSS aspires to contribute to enlightening and guiding debates and public opinion in Egypt and the
Middle East, as well as to enrich the principles of thinking and scientific research.
The ECSS does a variety tasks, activities and provides services such as assessments, political analysis,
workshops, forums, and conferences, in addition to monthly publications in Arabic and English. The
ECSS website publishes analyses of the different developments taking place on the Egyptian, regional,
and international fronts, as well as the production of different research programs.

Programs and sections:
First: The International Relations Program:
It focuses on studying the Middle East and global strategic shifts and their effects on Egypt’'s
interests and security. The program comprises specialized units in American, European, Asian,
African, and Arab studies.

Second: The Security and Defense Program:
It analyzes national security issues with their multi-faceted dimensions through its units dedicated

to cyberspace security, armament, extremism, terrorism, and armed conflicts studies.

Third: The Public Policy Program:
It is interested in studying public policies cases and shifts through its units: economics and energy
unit, public opinion unit, and woman and family unit.

The research units are flexible, reflecting the research agenda adopted by the ECSS during a
specific period of time, according to an objective assessment of the reality on the ground on the
national, regional and international levels, as well as the existing challenges and threats.

In addition to the research programs, the ECSS houses the “Egyptian Observatory”, concerned with
issues that occupy the Egyptian and international public opinion. It provides accurate and analytical
follow-up on the issues of concern to decision-makers in the Middle East and the world. The ECSS
also has a blog for young researchers and contributing writers from different nationalities to
express their views and ideas about the accelerating world events.
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